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Abstract: Gender-based cyber violence inhibits progress towards gender digital equality by 

discouraging women from participating in the digital economy. From the magnitude of the 

problem to its economic and social impacts, much remains to be understood about how 

women experience safety and security in the Association of Southeast Asian Nations (ASEAN) 

digital economy. Drawing on academic and grey literature, this paper reflects on the 

implications of gender-based cyber violence for digital equality and economic development. 

Overall, data are lacking on the prevalence, economic costs, and social impacts of gender-

based cyber violence within ASEAN. Policy tends to focus more on measuring domestic and 

intimate partner violence, likely due to its designation as the main indicator for Sustainable 

Development Goal 5. Although a variety of national, regional, and global frameworks exist 

to address different dimensions of violence against women, cybersecurity, and workplace 

harassment, more work is needed to identify the scale and scope of gender-based cyber 

violence in the region, in order to target policy appropriately.  
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1. Introduction 
 

… the ASEAN region is not the same as it was when the ASEAN RPA-EVAW3 

was adopted. The socio-economic and political realities faced by women and girls 

are changing. While various forms of violence persist, emerging forms of abuses 

are coming into fore. This includes … abuses in the cyber space, and violence that 

specifically targets women and girls (ASEAN Committee on Women, 2021: 6). 

 

The Istanbul Convention4 defined violence against women as ‘all acts of gender-

based violence that result in, or are likely to result in, physical, sexual, psychological or 

economic harm or suffering to women, including threats of such acts, coercion or 

arbitrary deprivation of liberty, whether occurring in public or in private life’ (Council 

of Europe, 2011: 3). This definition could be revised to add ‘whether online or offline’, 

as violence against women increasingly occurs in cyberspace or has a digital technology 

component, reproducing other forms of gender-based violence. This type of violence is 

commonly termed online violence against women or gender-based cyberviolence, 

amongst other names, and is defined as ‘any act of gender-based violence against 

women that is committed, assisted or aggravated in part or fully by the use of ICT, such 

as mobile phones and smartphones, the Internet, social media platforms or email, against 

a woman because she is a woman, or affects women disproportionately’ (Simonovic et 

al., 2018: 7). Cyber violence goes by different names (e.g. online violence, technology-

facilitated violence) and takes a variety of forms (e.g. bullying, stalking, defamation, 

doxing, image-based abuse, sexual harassment, trolling, hacking).5 

Gender-based cyber violence, as well as offline violence against women in the 

digital economy, inhibits progress towards gender digital equality. It discourages 

women from participating in the digital economy or slows down their progress 

significantly. However, it tends to be a largely unexamined topic in discussions of digital 

inclusion and diversity in the Association of Southeast Asian Nations (ASEAN) region, 

 
3  ASEAN Regional Plan of Action on the Elimination of Violence against Women (ASEAN, 2015). 
4 Council of Europe Convention on Preventing and Combating Violence Against Women and 

Domestic Violence (Council of Europe, 2011). 
5 This paper uses the term to refer to this phenomenon in all its forms. 
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and relatively little attention has been paid to cyber safety issues that affect women’s 

participation in the digital economy. Drawing on academic and grey literature, this paper 

reflects on the implications for ASEAN of gender-related insecurities associated with 

the digital economy. From the magnitude of gender-based cyber violence, to the 

economic and social impacts, much remains to be understood about how cybersecurity, 

safety, and violence affect women’s ability to function as digital professionals and 

entrepreneurs. Several initiatives are under way to promote gender digital equality in 

the ASEAN region – but for these initiatives to be successful, concerted efforts are 

needed to address unintended outcomes such as increased exposure to gender-based 

cyber violence as well as intentional actions by actors seeking to limit women’s 

visibility in the digital economy. 

 

2. Prevalence of Gender-Based Cyber Violence in the ASEAN 

Region 

Being the target of cyber violence is not unique to females – more than 50% of 

both males and females in a global study by the World Wide Web Foundation and World 

Association of Girl Guides and Girl Scouts (2020) said they had experienced abuse or 

violence online. However, gender-based cyber violence disproportionately targets 

women, while the type of cyber violence that males encounter is less likely to be based 

on gender (Hicks, 2021), although it may occur in the context of their sexual identity.  

Although there is a general lack of disaggregated data on the prevalence of gender-

based cyber and technology-facilitated violence (Fraser and Martineau-Searle, 2018; 

Posetti et al., 2021), a study of 50 countries estimated that globally, 38% of adult women 

aged 18–74 had experienced online violence personally and 65% knew other women 

who had experienced online violence (Economist Intelligence Unit, 2021). The overall 

prevalence rate for Asia-Pacific was 88%, the fourth highest of six regions – the Middle 

East had the highest prevalence at 98% and Europe the lowest at 74%. The study also 

found that only a quarter of women had reported incidences to the platform on which it 

occurred and 14% to an offline agency. Other studies have found similarly high 
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prevalence levels (see Hicks (2021) for more examples). According to Lomba, Navarra, 

and Fernandes (2021), 4%–7% of women in the 27 member countries of the European 

Union (EU 27) have experienced cyber harassment in the last 12 months. Pew Research 

estimated that in the United States (US), the percentage of women who have experienced 

online harassment doubled from 8% in 2017 to 16% in 2021 (Hicks, 2021).  

High levels of gender-based cyberviolence have also been documented in several 

ASEAN Member States (AMS) including Malaysia, Thailand, and Viet Nam (NORC at 

the University of Chicago and the International Center for Research on Women, 2022a), 

although prevalence rates are mostly available for cyberbullying amongst the youth. 

Research by UN Women rated Malaysia and the Philippines as having some of the worst 

scores for several types of gender-based cyberviolence (Timur, 2022). In Malaysia, a 

survey by the Malaysian Centre for Constitutionalism and Human Rights in 2018 found 

that women were sexually harassed online at least twice as often as men (Aziz and 

Hassanein, 2020).  

Furthermore, during the coronavirus disease (COVID-19) pandemic, there were 

dramatic increases in gender-based cyber violence as well as online misogyny and hate 

speech targeted at women, almost certainly a direct result of more people – male and 

female – being online. For instance, in Indonesia, the National Commission on Violence 

Against Women recorded more than triple the number of reports of cyber violence in 

2020 compared with 2019 (NORC at the University of Chicago and the International 

Center for Research on Women, 2022b). The Southeast Asia Freedom of Expression 

Network (SAFEnet) saw a jump of almost 400% in complaints about the sharing of non-

consensual intimate content (SAFEnet, 2021). 

Emerging trends in cybersecurity also present gender-related risks that are not 

fully accounted for in cybersecurity mechanisms. The development and spread of new 

high-speed communication devices – coupled with the Internet of Things, the expansion 

of cloud storage services, and the shift towards remote work during the COVID-19 

pandemic – have created opportunities for more intrusive cyberattacks and data breaches 

that could have severe consequences for women. Cybersecurity is a serious concern in 

ASEAN, but discussions rarely consider gender dimensions such as the fact that data 
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breaches and doxing enable specific genders to be identified and targeted (Timur, 2022). 

This is exacerbated by the low representation of women in cybersecurity jobs, 

potentially contributing to inadequate provision for gender-sensitive cybersecurity tools 

and practices (Timur, 2022). Gender analysis is therefore important to incorporate the 

possibility for women and other genders to be disproportionately affected by 

cybersecurity events, and to design security products with alternative values to the 

typical technical and militaristic approaches (see Millar, Shires, and Tropina (2021) for 

an example of a gender lens cybersecurity framework).  

At the policy level, there is greater focus on measuring and addressing domestic 

and intimate partner violence, likely due to its designation as the main indicator for 

Sustainable Development Goal (SDG) 5 Target 5.1 (End all forms of violence against 

all women and girls in the public and private spheres, including trafficking and sexual 

and other types of exploitation).6 When cyber aspects are considered, they relate largely 

to human trafficking and cyberbullying (mostly amongst students). While workplace 

gender-based violence is recognised and being addressed (see Cruz and Klinger (2011), 

for example), relatively little targeted attention goes to work-related cyber violence, 

such as that faced by professional women in employment and entrepreneurship in the 

digital economy. However, countries such as the Philippines are beginning to adopt 

more expansive definitions of gender-based violence that include online spaces (Box 1). 

 

 

 

 

 

 

 

 

 

 
6 The two indicators for this SDG target measure the proportion of women and girls subjected to 

violence by an intimate partner or a person other than an intimate partner. 
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Box 1: Safe Spaces Act, 2019 – the Philippines 

 

The Safe Spaces Act, passed in 2019, updates the policy definition of the sites in 

which people are to be protected from gender-based sexual harassment. Section 2 of 

the act acknowledges the right to safety and security ‘not only in private, but also on 

the streets, public spaces, online, workplaces and educational and training 

institutions’ (Section 2). Article II of the act is devoted to the online dimension – it 

defines gender-based online sexual harassment, identifies implementing bodies for 

the issue, and outlines penalties for violations of the policy. Article IV on workplace 

harassment categorises acts as sexual harassment ‘whether done verbally, physically 

or through the use of technology such as text messaging or electronic mail or through 

any other forms of information and communication systems’ (Section 16a) 

 

Source: Republic of the Philippines (2018). 

 

 

Online harassment in professional contexts or for career-related reasons is a 

particularly serious risk for women who aspire to leadership roles within the digital 

economy and in public life in general. This is evident in the numerous incidents of cyber 

violence against women journalists and politicians in particular (e.g. Aziz and 

Hassanein, 2020; Hicks, 2021; Plan International, 2020; Tech Policy Design Lab, 2021). 

Less publicly visible women (in the gig economy, for instance) also often have to endure 

both the risk of and actual cyber violence in the daily course of their duties without 

appropriate measures in place to protect them or avenues for recourse (e.g. Athreya, 

2021; Kasliwal, 2020). 
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3. Implications for Women’s Participation in the Digital Economy 
 

‘This absence of security online hinders women’s participation in the public 

sphere, governance and leadership roles’ (UN Women, n.d.: 5). 

 

The increase in cyber violence against women during the COVID-19 pandemic 

demonstrates that increased digital access results in increased exposure to cyber 

violence. This means that as ASEAN progresses with its regional agenda to accelerate 

women’s participation in the digital economy through increased digital access, the risk 

of cyberviolence against women will increase in parallel, unless appropriate 

mechanisms are put in place for social and institutional change. Within the realm of 

cybersecurity, data breaches may not specifically target women but do have gendered 

safety implications. Because some of the most egregious forms of gender-based cyber 

violence thrive on exposing people’s personal information, cybersecurity events can 

have serious consequences for women whose information is stolen. Participating in the 

digital economy makes women’s data vulnerable and this can be exacerbated if they are 

coming online with outdated devices and operating systems, limited knowledge of data 

risks, and cybersecurity systems that do not account for gendered risks. 

According to Hicks (2021: 2), the underlying drivers of online gender-based 

violence highlight ‘an overarching theme of power and control, and heteronormative 

expectations around gender roles and sexual practice.’ This observation is especially 

pertinent for women’s participation in the digital economy as leaders and activists, since 

women in the public eye are particularly susceptible to online attacks. Irrespective of 

public policy against gender discrimination, in most cultures, visible demonstrations of 

achievement or power by women are looked upon less favourably than the same for 

men, and often lead to attempts to subdue, silence, or punish them for transgressing 

gender norms. This constitutes a serious barrier to women’s participation in the digital 

economy, as such attacks tend to have a chilling effect in which women may reduce 

their use of online platforms, withdraw from public debate, become reluctant to take on 

leadership positions, and self-censor in order to prevent or escape cyber violence 

directed at them (Economist Intelligence Unit, 2021). Women might also hide their 
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identities, where possible, to avoid being singled out for attack, thereby depriving 

society of awareness of potential role models to promote a more diverse digital 

economy.  

Where they have limited choices, women may choose to tolerate cyber violence 

for fear of repercussions such as losing their job. This is often the case with women 

working in the gig economy. Not only does this compromise their quality of life, but it 

also affects productivity (Lomba, Navarra, and Fernandes, 2021), not to mention 

signalling to perpetrators that their actions are acceptable. An atmosphere of gender-

based cyber violence causes job insecurity for women and can limit their access to 

employment opportunities, for example if their reputation is damaged by attackers.  

Digital technologies present a double-edged challenge because alongside being 

the source of cyber violence, they can enable women to participate online anonymously 

– thereby reducing the chances of facing gender-based cyberviolence. Digital 

technologies are also perceived and in fact used as a resource for support and 

information when targeted (Economist Intelligence Unit, 2021; UN Women, UNFPA, 

and Quilt.ai, 2021). As demonstrated in Figure 1, in some AMS, this attribute of digital 

technologies was significant during the early years of the COVID-19 pandemic. In the 

AMS covered in the study, all except Indonesia saw an increase in internet searches 

using help-seeking keywords. However, in most cases this was not in proportion to the 

much higher rate of increase in misogynistic language. 
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Figure 1: Change in Indicators of Online Misogyny, Support for Victims of Violence, and Search for Help Online 
 

 

Source: UN Women, UNFPA, and Quilt.ai (2021: 7–10). 
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4. The Business/Economic Case for Eliminating Gender-Based 

Cyber Violence 
 

Gender-based violence is not only a problem for women and their families or for 

social goals; it has harmful economic implications for industry and national economies. 

There is growing interest in estimating the costs of gender-based violence in general and 

gender-based cyber violence specifically. It is believed that the costs are enormous in 

monetary terms and in impacts on sustainable development agendas (e.g. ESCWA, 

2019; Hicks, 2021; Khumalo, Msimang, and Bollbach, 2014).  

The World Bank (2019) estimated that in some countries, violence against women 

costs up to 3.7% of gross domestic product (GDP). Measuring the cost of gender-based 

cyber violence will provide advocacy tools to raise awareness and stimulate action 

within government and industry about the financial costs of inaction as well as the 

potential gains from policy action and resource allocation to address the problem. There 

are already instances of such cost estimates driving policy and industry action on 

domestic violence in Viet Nam, Peru, and Egypt (ESCWA, 2019). 

It is difficult to measure the costs of gender-based violence, and some of its aspects 

cannot be quantified. Nevertheless, various types of costs have been identified. They 

include costs to the individual, family, community, industry, service providers, and 

nations. Costs may be direct, such as medical fees incurred by a survivor, or indirect, 

such as a reduction in productivity due to injury. Other types of costs that have been 

quantified are lost income, job loss, loss of employment opportunities, legal fees, 

incarceration, mediation costs, and shelter costs.  

Few countries have undertaken exercises to estimate the cost of gender-based 

cyber violence, but two examples cover Australia and the European Union. 

Australia – A 2018 survey (The Australian Institute, 2019) estimated the cost of online 

harassment and cyberhate, and concluded that in aggregate over the years: 

• Total medical and lost income had cost Australians A$330million conservatively 

and could be as high as A$3.7billion 

• Lost income at the lower end was estimated to be A$267million 

• Medical costs at the lower end were estimated to be A$62million 
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European Union – A study drawing on data from 2012 and 2019 as well as other 

information sources (Lomba, Navarra, and Fernandes, 2021) calculated the cost of 

online gender-based violence (harassment and stalking) and concluded the following: 

• Online gender-based violence cost the EU €49 billion–€89 billion per year 

• About half of this amount (€28 billion–€53 billion) was quality of life related, 

followed by labour market costs (€4 billion–€6 billion) and medical and legal 

costs (€4 billion–€8 billion) 

• These costs could fall by 6%–12% if nations accede to the Istanbul Convention or 

similar agreements 

• These costs could decrease by 5%–15% if an EU directive on gender-based 

cyberviolence is established 

• These costs could reduce by 15%–24% if the EU collaborates with tech companies 

on illegal hate speech 

• A combination of legislative and non-legislative measures would yield the greatest 

cost reductions 

  

 

5. National Actions on Gender-Based Cyber Violence 

Within AMS, few countries are explicitly implementing measures targeting 

gender-based cyber violence. Apart from the Philippines and Singapore, whose policies 

spell out that online spaces are subject to anti-discrimination or violence legislation, the 

policy and legislative provisions of countries in the region mostly conceptualise 

violence in domestic settings and occasionally in public and workplace settings as well 

(Table 1).  
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Table 1: Existence of Legislation and Actions Related to Gender-Based Violence 

Country 

Domestic 

violence 

laws 

Sexual 

harassment 

laws 

Includes cyber 

violence 

Implementing 

actions targeting 

social norms 

Brunei 

Darussalam 
- Yes - Yes 

Cambodia Yes, 2005 
Yes, 

workplace 
- Yes 

Indonesia Yes, 2004 - - Yes 

Lao PDR Yes, 2015 - - Yes 

Malaysia Yes, 1994 

Yes, under 

amendment, 

2021 

- 

Yes, via building 

capacity of 

stakeholder 

institutions 

Myanmar - - - Yes 

Philippines 

Yes, two 

in 

2004/2010 

Yes, 

including 

public spaces, 

2019 

National Safe 

Spaces Act, 2019 

includes online 

spaces 

Yes 

Singapore 

Yes, 

several, 

latest in 

2018 

Yes 

Protection from 

Harassment Act, 

2014 criminalises 

sexual offences 

committed online 

Yes, including via 

building capacity 

of stakeholder 

institutions 

Thailand Yes, 2007 

Yes, 

including 

academic and 

public 

settings, 2018 

- Yes 

Viet Nam Yes, 2007 

Yes, 

including 

workplace, 

2020 

- Yes 

Source: Belen (2021).  

 

At the regional level, the ASEAN Regional Guidelines on Violence against 

Women and Girls Data Collection and Use (Haarr, 2018) included a recommendation 
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to regularly update record-keeping systems to reflect new trends such as gender-based 

cyber violence. 

Various authors have proposed solutions and strategies, including enacting 

national and regional policy, establishing legal and regulatory measures, developing or 

improving services to support survivors, public education, industry/organisational 

change, collaboration amongst public and private sector stakeholders, and deepening 

knowledge through research and data. Evidence to date suggests that some of these 

actions have or are being enforced, but with limited observable results so far. This could 

be due to policy, implementation, or management problems.7  

Policy problems: Within and beyond AMS, the slow progress towards 

eliminating gender-based cyber violence can be partly attributed to policy problems – 

i.e. either no relevant policies are in place or the existing policies are inadequate. As 

already noted, most AMS do not have gender-based cyber violence specific policies. 

Existing laws are outdated, disjointed, or lack clear definitions (NORC at the University 

of Chicago and the International Center for Research on Women, 2022a). Some also 

criminalise cyber violence in ways that either result in prosecution rather than protection 

of victims, or are perceived as detrimental to free speech (Aziz and Hassanein, 2020; 

NORC at the University of Chicago and the International Center for Research on 

Women, 2022a). The prioritisation of specific types of online violence, such as human 

trafficking and cyberbullying, while important, also creates blind spots regarding other 

prevalent types. 

Implementation problems: Implementation problems relate to how existing 

policies are being implemented. There is a general sense that current policies that could 

apply to gender-based cyber violence are not being fully or effectively implemented. 

For example, potentially effective arenas such as schools and workplaces are 

underutilised in implementation plans or lack the appropriate mechanisms to enforce 

strategies (NORC at the University of Chicago and the International Center for Research 

on Women, 2022a); platform reporting mechanisms are cumbersome, opaque, not 

 
7 As elaborated by Blume (n.d.), distinguishing between policy, implementation and management 

problems can enable more efficient policymaking. 
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trusted by users, and often unable to monitor content in Asian languages (NORC at the 

University of Chicago and the International Center for Research on Women, 2022a; 

Tech Policy Design Lab, 2021; Timur, 2022); and agencies lack the capacity for 

effective enforcement of policies (Belen, 2021; Vitis, 2021).  

Management problems: Management problems occur when the desired policy 

outcomes are prevented by external factors such as social or religious beliefs. Indeed, 

social norms hamper the ability and/or desire of victims to report their experience of 

gender-based cyber violence to family members or other potential support systems 

within their community (Belen, 2021; NORC at the University of Chicago and the 

International Center for Research on Women, 2022a). Notably, all AMS appear to 

recognise the key role of social norms in sustaining gender-based violence and are 

implementing actions to address this (Table 1), but it may be too early to see results. 

 
 

6. Regional and Global Frameworks and Partnerships Against 

Gender-Based Violence, Cyber Violence, and Cybercrimes 

At the global and regional levels, a variety of initiatives address gender-based 

violence, cyber violence, and cybercrimes (e.g. Box 2). Few of them adequately 

consider the combined category of gender-based cyber violence. However, having 

already established some important characteristics of the problems in their focal areas, 

they could be updated to build in measures that more directly address either the gendered 

or cyber dimensions as applicable.  

 

Box 2: ASEAN HeForShe Campaign 

 

Even if formed for economic purposes, regional bodies can play an important 

role in garnering cross-national support on social issues. 

ASEAN has made significant progress in raising the profile of EVAW in the 

region. In partnership with UN Women, it launched the ASEAN HeForShe 

Campaign on 30 November 2017 in conjunction with the 16 Days of Activism 
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against Gender-Based Violence (16 Days). The launch aimed to raise awareness 

on gender equality in the region by encouraging men and boys to be agents of 

change, to promote a culture of respect for women and girls and to recognize how 

men and boys can benefit from gender equality and a region free from violence 

against women.  

 

ASEAN = Association of Southeast Asian Nations, EVAW = elimination of violence against 

women. 

Source: Belen (2021: 19). 

 

 

(i) Budapest Convention, 2004: Also known as the Convention on Cybercrime, this 

was the first international treaty to target cybercrime. It aims to do so by 

‘providing for the criminalisation of such conduct, as described in this 

Convention, and the adoption of powers sufficient for effectively combating such 

criminal offences, by facilitating their detection, investigation and prosecution at 

both the domestic and international levels and by providing arrangements for fast 

and reliable international co-operation.’ It does not cover gender-based 

cybercrimes. It has been ratified by 67 countries including the Philippines 

(Council of Europe, 2001). 

(ii) Istanbul Convention, 2011: This is a human rights treaty intended to combat all 

forms of violence against women. Signatories are expected to promote gender 

equality and enforce legislative and non-legislative measures to protect women 

from violence. It does not cover cyber violence. The treaty has been ratified by 33 

countries, none of them AMS. It is currently facing political challenges with the 

recent withdrawal of Turkey from the treaty (Council of Europe, 2011). 

(iii) Global Partnership for Action on Gender-Based Online Harassment and 

Abuse, 2022: This partnership aims to gather national, international, civil society, 

and private sector stakeholders to ‘better prioritize, understand, prevent, and 

address the growing scourge of technology-facilitated gender-based violence’. Its 

three strategic objectives are to develop and advance shared principles, increase 

targeted programming and resources, and expand the collection of and access to 
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reliable data. Partners (listed as the Australia, Canada, Chile, Denmark, New 

Zealand, Republic of Korea, Sweden, United Kingdom, and US ) are expected to 

commit to supporting these objectives within their spheres of influence. Concrete 

results are expected by the end of 2022 (US Department of State, 2022). 

(iv) Generation Equality Action Coalition on Technology and Innovation, 2021: 

An arm of UN Women’s Generation Equality initiative, this coalition has made 

the issue of cyber violence against women one of its priorities, with the aim of 

seeing results by 2026. It proposes that governments and tech companies design 

better tools for preventing, monitoring, and responding to gender-based cyber 

violence, improve legislation and enforcement systems, and promote cultural 

change to address the problem. Generation Equality also has a separate action 

coalition on gender-based violence that does not specifically identify cyber 

violence as an area of focus (Generation Equality, 2021). 

(v) ILO Convention on Violence and Harassment, 2019: More directly focused on 

the workplace, this convention highlights gender-based violence in its definition 

of violence and harassment ‘in the world of work’. It seeks to protect people in 

the world of work from violence and harassment occurring in a variety of work-

related contexts, including technology-facilitated work-related communications. 

Significantly, it also recognises domestic violence as having work implications, 

and the guide to the convention notes several countries that are already building 

provisions against gender-based cyber violence into their workplace policies 

(ILO, 2019, 2021). 

(vi) Declaration on the Elimination of Violence Against Women in the ASEAN 

Region, 2004: This declaration commits to eliminating all forms of violence and 

discrimination against women through legislation, support for survivors, social 

change, and collaboration with public and private sector institutions. The 

associated ASEAN Regional Plan of Action on the Elimination of Violence 

Against Women specifies violence that uses information and communication 

technology as falling within its remit (ASEAN, 2004, 2015). 
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(vii) ASEAN Declaration to Combat Cybercrime, 2017: This declaration proposes 

regional cooperation to combat cybercrime through awareness raising, 

harmonisation of laws, and technical assistance, amongst other things (ASEAN, 

2017a). 

(viii) Joint Statement on Promoting Women, Peace and Security in ASEAN, 2017: 

In furtherance of peacebuilding efforts in the Region, AMS committed to gender 

equality, integration of gender perspectives in peacebuilding strategies, and 

programmes to protect women from gender-based violence in armed conflict 

environments (ASEAN, 2017b). Regional agendas for women, peace, and security 

are also opportunities to integrate measures against gender-based cyberviolence 

(Sharland et al., 2021).  

 

 

7. Conclusion and Recommendations 
 

Gender-based cyber violence inhibits women’s full and free participation in the 

digital economy, especially in digital leadership. It has tangible and intangible impacts 

on women, families and society, and the national economy. In addition, gender-based 

cyber violence has tangible economic costs to business entities and the national 

economy. Existing research suggests that there are high levels of different types of 

gender-based cyber violence in some AMS. However, there are insufficient data to 

determine the extent to which such violence is a deterrent to women’s participation in 

the digital economy in AMS.  

There is a variety of global, regional, and national initiatives on gender, gender-

based violence, cybersecurity, and labour practices that individually address separate 

components relevant to gender-based cyber violence. They provide a starting point to 

develop comprehensive strategies that capture the evolving phenomenon of gender-

based cyber violence, while aiming to eliminate gender-based violence in all its forms.  

Unchecked, gender-based cyber violence will curtail ASEAN goals regarding 

women’s participation in the digital economy. Conversely, if effectively addressed, 

nations can reap the economic benefits of women’s participation in the digital economy 
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in addition to avoiding the economic costs of gender-based cyber violence. As an initial 

step, the following actions are recommended for policymakers: 

• Integrate different dimensions of gender-based violence: Expand the definition 

of gender-based violence in regional treaties to include cyber and technology-

facilitated violence, and assess the gender dimensions of cybersecurity issues 

within such treaties. Recognise the relevance of gender-based violence that occurs 

outside traditional workplaces, as might be the case with home-based gig economy 

workers, for example. Such recognition opens the door to integrating policies 

against cyber violence into frameworks on gender-based violence in general and 

in the digital economy specifically. 

• Measure gender-based cyber violence: Develop standardised measurement 

frameworks and use them to conduct population-level prevalence studies of 

gender-based cyber violence in digital economy settings. Conduct studies to 

understand the nature of and reasons for gender-based cyber violence in individual 

AMS. Without such understanding, policy and other strategies may not be 

accurately targeted. Comparative studies and longitudinal analyses will facilitate 

understanding of common and unique situations in each AMS and provide 

opportunities to learn from countries that have widespread digital access but low 

levels of gender-based cyber violence. 

• Capture the social and economic costs: Develop and/or identify tools to measure 

the costs of gender-based cyber violence. This includes examining impacts related 

specifically to participation in the digital economy, such as women’s experience 

of cyber violence in the workplace or in their professional life as entrepreneurs 

and leaders. In particular, estimates of the economic costs of gender-based cyber 

violence can be effective tools for government and industry advocacy. 
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