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Key Messages:

•	 ASEAN has lost US$2.87 
million due to cyberattacks, 
which are mostly directed 
at financial services, with 
malware attacks being the 
top concern.

•	 Investment in cybersecurity 
in ASEAN has been increasing 
and will need to be sustained 
due to increasing digitisation 
and sustainability efforts 
involving connectivity.

•	 Money can buy technologies 
and systems, but it will not 
be effective unless clear 
guidelines and standards 
are in place. Cybersecurity 
is also about people – it will 
take a long time to solve 
problems such as digital 
talent gaps in several ASEAN 
Member States, as well as 
low awareness of potential 
events and ignorance of 
threats.
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Growing Investment in Cybersecurity due to Increasing 
Digitisation and Cyberattacks

Protection against cyberattacks on data, programmes, and networks 
has never been more important due to the increasing frequency of 
such attacks. Cybersecurity Ventures predicted global cybercrime costs 
to grow by 15% per year, reaching US$10.5 trillion annually by 2025 
(Morgan, 2020). By July 2022, ASEAN had lost US$2.87 million due to 
cyberattacks (IBM, 2022). Cyberattacks in ASEAN are mostly directed at 
financial services, and malware attacks are the top concern (Palo Alto 
Networks, 2023).

     
The adoption of advanced technology comes with the risk of 
cyberattacks. Despite the remarkable prospects of the digital 
economy, the cost of cyberattacks has reached millions of US 
dollars and is projected to increase. Investment is needed to provide 
cybersecurity to help secure the growth of the digital and sustainable 
economy and anticipate more advanced attacks. As investment in 
cybersecurity has started to grow in the Association of Southeast 
Asian Nations (ASEAN), challenges are present in the intangible form 
of inexistent or strict policies, skill shortages, and insufficient public 
awareness, which can halt the effectiveness of such investment. 
This policy brief proposes four policy recommendations to ensure 
successful investment in cybersecurity: 
1.	Ensure that cybersecurity policies and legal frameworks are not 

underdeveloped or overly restrictive.
2.	Support small businesses in earning customer trust through cost-

effective guidelines. 
3.	Incentivise and maintain partnerships for education, research, 

and capacity building with ethical education for future experts.
4.	Raise cyber hygiene and establish integrative reporting platforms 

that help people identify and detect cyber risk.
Michelle Chandra Kasih
Research Associate, Economic 
Research Institute for ASEAN 
and East Asia (ERIA)
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In response to these threats, investment in 
cybersecurity1 is increasing in ASEAN, and the 
cybersecurity market is expected to expand. 
Cybersecurity revenue in the ASEAN market is 
projected to reach US$4.39 billion in 2023, up 13% 
from 2022 (Statista, n.d.). In Indonesia, many fintech 
and e-commerce companies, including the central 
government, have increased their cybersecurity 
budgets due to the changing threats in the digital 
space. In 2020, after realising that the data of 
91  million of its users was sold on the dark web 
(CNN Indonesia, 2020), Tokopedia outsourced an 
international cybersecurity company to investigate 
these losses and anticipate future attacks (Interpol, 
2022). In 2023, the Government of Indonesia 
approved a budget increase for the National Cyber 
and Crypto Agency (BSSN) of Rp70 billion following 
rampant cases of hacking and security breaches 
in 2022 (Bhwana, 2022). Similarly, in Malaysia, the 
government proposed to increase the cybersecurity 
budget to RM73 million in 2023 (Othman, 2022). 
Despite increased public and private sector 
investment, more is needed to combat cyberattacks. 
For ASEAN, a region that mostly consists of low- to 
middle-income countries (or developing countries), 
digitalisation of the economy has been seen as a 
catalyst for economic growth. It supports efficiencies 
in payment transfers, access to loans, trading, 
shopping, and others. A survey by Google, Temasek, 
and Bain predicted that ASEAN’s digital economy is 
on track to grow to US$1 trillion gross merchandise 
value by 2030, as millions of new internet users start 
to use e-commerce and digital finance (Google, 
Temasek and Bain, 2021). Sustainable regional 
policies such as the ASEAN Framework for Circular 
Economy and the ASEAN Framework on Sustainable 
Tourism Development in the Post-COVID-19 era 
include digitalisation as one of their enablers. The 
use of online platforms and machine learning can 
enhance value and supply chain efficiency, including 
the traceability of products, as well as support 
sustainable tourism and small businesses. Thus, in 
the context of increasing connectivity, cybersecurity 
investment could be a deciding factor in achieving 
sustainable growth in ASEAN. 

1 Definitions of cybersecurity vary, but in essence they refer 
to the application of technologies, processes, and controls to 
protect systems, networks, programmes, devices, and data 
from cyberattacks through malware and denial of service, 
amongst others. 

How Can Developing Countries Ensure the 
Sustainability and Effectiveness of Cybersecurity 
Investment?

Cybersecurity investment covers a range of measures 
such as software and hardware adoption, employee 
training, and incident response, depending on the 
necessity. More investment in cybersecurity could 
translate to partnerships with start-ups to fill gaps 
in businesses’ needs (Daglioglu, 2022). Innovations 
in the cybersecurity sector, such as the integration 
of artificial intelligence (AI) and cyber insurance, are 
on the rise. However, without clear guidelines on 
accountability, increased spending on cybersecurity 
technology and infrastructure may not be effective. 
Cybersecurity is also about people. Resolving digital 
talent gaps in several AMS, as well as low awareness 
of potential events and ignorance of threats, may 
take considerable time and effort.

(1) Ensure that cybersecurity policies and legal 
frameworks are not underdeveloped or overly 
restrictive

Having cybersecurity or data protection laws could 
imply the commitment of the state and increase 
confidence in the market that cybersecurity 
investment and businesses are protected. The 
presence of laws also ensures that businesses and 
organisations take the necessary measures to protect 
their data and systems, investing in technologies and 
human resources. An example of this is the impact 
of the General Data Protection Regulation (GDPR), 
implemented by the European Union (EU) in 2018. 
To comply with GDPR standards of data protection 
and privacy for individuals in the European Union, 
a survey by a firm in the United Kingdom recorded 
that 68% of European businesses and 75% of British 
companies have invested in cybersecurity (RSM, 
2020). A study by Capgemini also reported that 
compliance with data protection regulations has led 
to better reputations and more trust, which could 
lead to increased revenue (Capgemini Research 
Institute, 2019).
ASEAN does not have a cybersecurity framework. 
Nonetheless, ASEAN cited cybersecurity as a 
significant factor in the ASEAN Digital Masterplan 
2025; ASEAN Cybersecurity Cooperation Strategy, 
2021–2025; ASEAN Framework on Personal Data 
Protection; ASEAN Framework on Digital Data 
Governance; and ASEAN Data Management 
Framework, including the Implementing Guidelines 
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for ASEAN Data Management Framework and 
ASEAN Cross Border Data Flows Mechanism. Other 
ASEAN documents also included cybersecurity as a 
consideration in developing 5G ecosystems and in 
protecting critical information infrastructure (CII). 
Initiatives have been taken, amongst others, to 
strengthen legal, regulatory, and policy aspects under 
the ASEAN Data Protection and Privacy Forum, as 
well as enhancing coordination through the ASEAN 
Cybersecurity Coordinating Committee. Regarding 
international agreements, the Philippines is the only 
AMS that has ratified the Budapest Convention on 
Cybercrime (2001).
Cybersecurity policies and legal frameworks often 
refer to the protection of CII, identifying key sectors 
and designating institutions to respond to and 
mitigate CII attacks. However, not all AMS have 
both legislation and action plans on cybersecurity. 
Indonesia, Singapore, Thailand, and Viet Nam have 
dedicated laws for securing CII. Brunei Darussalam, 
Malaysia, the Philippines, Singapore, and Viet Nam 
have cybersecurity national strategies or plans. 
These AMS share the same sectoral classification of 
CII – government administration, energy, transport, 
finance, health, and information and communication 
technology. 
In terms of related cybersecurity policies and 
legislation, such as data protection, each AMS takes 
a diverse approach. Indonesia, the Lao People’s 
Democratic Republic (Lao PDR), Malaysia, the 
Philippines, and Singapore have laws focused on data 
protection. Brunei Darussalam has a national data 
protection policy, while in Myanmar and Viet Nam, 
data protection measures are still scattered across 
various laws and regulations. On the other hand, 
Cambodia does not have any data protection laws or 
regulations. Learning from the impact of the GDPR, 
the presence of comprehensive cybersecurity policies, 
especially binding legal instruments, facilitates 
compliance through effective reporting systems and 
sanctions, which could help cybersecurity investment 
increase and work in a clear direction. 
In addition to policies, cybersecurity requires necessary 
measures. Countries can establish standards that 
ensure data protection and offer consumers better 
information about their smart devices. For example, 
Singapore established the Cybersecurity Labelling 
Scheme in 2019, which allows consumers to identify 
the level of cybersecurity of smart devices through 
official ratings. This labelling system has gained 

mutual recognition from Finland and Germany (Cyber 
Security Agency of Singapore, n.d.). On the other 
hand, cybersecurity has increasingly been invoked as 
an aspect of ‘national security’, which is considered 
an important factor that impacts international 
trade and investment policy (Huang, Madnick, and 
Johnson, 2019). Restrictions and bans on businesses 
in the name of cybersecurity coincided with rising 
geopolitical tensions. Examples include bans on 
products from Kaspersky Lab, Huawei, and ZTE in 
the US due to suspicion of espionage (BBC, 2022; 
Reuters, 2017) and LinkedIn’s restriction in Russia 
because of a refusal to comply with data localisation 
measures (Breene, 2016). Scholars also argue that 
data localisation could create barriers for businesses, 
particularly in big data and cloud computing, and 
reduce operational efficiency (Chen, 2022). Data 
localisation is often imposed to protect essential 
data for national security and to promote the local 
economy (McKinsey & Company, 2022), as applied by 
Indonesia and Viet Nam for data managed by public 
electronic system operators2 and cyberspace service 
providers,3 respectively. In line with data localisation 
measures, Indonesia needs to apply a clearer cross-
border personal data transfer requirement, to 
identify which countries have an equal or higher level 
of protection.4 It is understood that each AMS has 
its own challenges and standards, but the purpose 
of their cybersecurity policies, laws, and regulations 
must be clarified legally and transparently to avoid 
excessive restrictions (Chen et al., 2019).

(2) Support small businesses through cost-
effective guidelines

Cyber criminals target companies of all sizes, and small 
and medium-sized enterprises (SMEs) are the most 
vulnerable. According to Forbes, 43% of cyberattacks 
are aimed at SMEs, but only 14% are prepared to 
defend themselves (Brooks, 2022). In ASEAN, SMEs are 
the backbone of the ASEAN economy, contributing 
to more than half of total employment and 95%–
99% of all business establishments in 2019 (ERIA, 
2019). SMEs often have limited technical capabilities, 

2 Article 20 of Government Regulation No. 71 of 2019 on the 
Organisation of Electronic Systems and Transactions.
3 Article 26.3 of the Vietnamese Law on Cybersecurity, 2018.
4 Indonesia’s Law No. 27 of 2022 on Personal Data Protection 
and Government Regulation No. 80 of 2019 on E-commerce 
allows cross-border personal data transfer if the destination 
country has equal or better data protection mechanisms.
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time, and resources, and cyberattacks can have 
broader consequences. Looking at the contribution 
of SMEs to the ASEAN economy, ASEAN can build 
cost-effective guidelines for SMEs to comply with 
existing policies and legislation and to carry out 
training. These efforts can be complemented with 
government-based cybersecurity certification for 
SMEs that have met good practice standards in the 
technical aspect of cybersecurity, especially for those 
that are having difficulties in achieving international 
standards (Cardiff University’s Centre for Cyber 
Security Research, n.d.).  

(3) Incentivise and maintain partnerships in 
education, research, and capacity building 
with ethics for future experts

Countries with higher-skilled and better educated 
workforces tend to attract more greenfield foreign 
direct investment (FDI) projects (Caon, 2020). However, 
despite an enlarging market, several AMS (e.g. 
Cambodia, Indonesia, Lao PDR, and Myanmar) have 
a shortage of cybersecurity experts (National Cyber 
Security Index, n.d.). Some cybersecurity companies 
in Indonesia have reported talent deficits as one 
of the challenges to balancing rapid technological 
development (Suhartadi, 2016). However, this could 
present an opportunity for cybersecurity investment 
by facilitating training of existing employees and the 
identification of future talent. 
Developed countries have also faced the need to 
generate cybersecurity talent (Executive Office of the 
President, 2016). In 2016, the United States launched 
its Cybersecurity National Action Plan, which focused 
on investing in modern information technology, as 
well as offering scholarships and loan forgiveness 
programmes for students interested in cybersecurity 
education to join the government. In addition, 
public–private partnerships were established to 
enhance cybersecurity research and development, 
which aimed to develop and deploy technical 
solutions to cybersecurity challenges (White House, 
2016). At the ASEAN level, the establishment of the 
ASEAN Cybercrime Operations Desk,  the ASEAN 
Cyber Capacity Development Project, and the ASEAN 
Regional Computer Emergency Response Team aim to 
build the cyber capacity of AMS, threat information-
sharing, and coordination on incidence response. In 
some AMS, such as Cambodia, the government has 
offered scholarships for students interested in digital 
technology (Matthew, 2023).

Encouraging students at a young age to enter the 
field can provide societal benefits. This can be done 
by offering cybersecurity lessons in the education 
system and assured employment after finishing their 
studies, with a good salary and promising career 
path. This could include attention to ethics, so that 
experts not only know what they can do, but also 
what they should do. Moreover, as the effectiveness 
of policy and laws partially depends on how they are 
enforced, laws also need to identify and ensure the 
capabilities of regulatory bodies and law enforcement 
agencies. Countries can collaborate with each 
other and international organisations to share best 
practices, expertise, and resources on cybersecurity. 
For example, regional trade agreements such as 
the Comprehensive and Progressive Agreement for 
Trans-Pacific Partnership (CPTPP)5 have recognised 
the importance of capacity building for emergency 
response and collaboration in identifying malicious 
intrusions. Multilateral arrangements can help build 
capacity and strengthen cybersecurity efforts.

(4) Raise cyber hygiene and establish integrative 
reporting platforms that help people identify 
and detect cyber risk 

Raising awareness about cybersecurity is crucial 
because human error is a major vulnerability that 
even the best technology and employees cannot 
fix. This can come in the form of weak passwords, 
email misdelivery, or careless clicks. According to 
IBM, negligent actions by employees or contractors 
accounted for 21% of data breaches worldwide in 
2021 (IBM, 2022). Public campaigns could enhance 
the public’s ability to avoid, detect, and respond to 
cyber incidents. Information on how citizens, SMEs, 
and institutions can secure data with multi-factor 
authentication, data backup, and what to do after a 
cyberattack, can make a difference. This campaign 
requires continuous efforts to keep up with the 
evolving cybersecurity landscape, as cyberattacks are 
expected to increase the scale of the dissemination 
and sophistication of social engineering methods 
(Interpol, 2022).
Simultaneously, initiatives and cooperation between 
ministries and society can minimise the cost of 
cyberattacks. For example, in Indonesia, people have 

5 Article 14.16 of the CPTPP on Cooperation on Cybersecurity 
Matters. ASEAN members of the CPTPP are Malaysia, 
Singapore, and Viet Nam.
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used social media to warn others not to click on and 
download suspicious attachments sent by unknown 
users to their WhatsApp accounts. However, such 
measures are sporadic and may not reach all 
individuals. A live reporting platform accessible to 
the public could assist society in anticipating possible 
threats. Potential cyberattacks could be tagged and 
checked. Such systems can help societies anticipate 
and respond to cyber threats more efficiently.6 

Policy Recommendations
Cybersecurity is a major factor in digital trust. As 
internet use becomes more prevalent, the costs 
associated with repairing damage from cyberattacks 
will outweigh the costs of reducing such damage. 
Investment in cybersecurity in ASEAN is rising. To 
foster it, governments need to address several 
aspects. First, AMS could prioritise the development 
of cybersecurity policies and legal frameworks that 
strike a balance between allowing investment and 
national defence. Over-regulation may increase the 
cost of investment, while under-regulation could 
affect trust. Harmonisation of cyber regulations for 
different CII sectors could help ease of doing business. 
Regionally, an overarching cybersecurity framework 
aligned with international best practices and 
standards   could help create a safer cyberspace for 
all. Second, to create a guideline specifically for SMEs 
that lack experience and resources to protect their 
data and respond to cyberattacks. A cybersecurity 
certification scheme could be a valuable marketing 
asset that would reassure customers. Third, many 
AMS suffer from talent deficits, which could affect 
FDI flow in cybersecurity. International partnerships 
and cooperation with the private sector should be 
strengthened in capacity building and incentivising 
students and interested workers to take up cyber 
education or cybersecurity to address national 
(and regional) skill shortages in cybersecurity. Last, 
enhancing awareness through public campaigns 
and providing facilities to report cyberattacks would 
increase the effectiveness of cybersecurity investment 
and promote a more secure ASEAN digital community.

6 For example, see Cisco (n.d.). 
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