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Chapter 1 

Introduction 
 

 

The importance of data utilisation in economic development has grown significantly as 
societies become more data driven. In such data-centric societies and economies, supply 
chains are deeply interconnected; thus, it is necessary to ensure the free flow of data, 
allowing various stakeholders to access data across borders effectively. While the 
importance of the free flow of data continues to rise, it is equally imperative to properly 
protect data for privacy, intellectual property, trade secrets, and national security reasons. 
Various data governance regulations – including the enactment of comprehensive privacy 
protection legislation – have thus been introduced across countries and regions.  

While the regulatory sovereignty of each country must be respected, the benefits of 
digitisation cannot be realised without balancing these regulations with the free flow of 
data. To achieve this balance, fully transparent information on each country’s data 
governance framework is necessary. However, no initiative exists to provide such 
information, although some efforts have been conducted.  

This study examines the challenges and potential solutions for the realisation of a fully-
fledged digital economy in the ASEAN region. This includes policy suggestions for 
coherent data regulations for all ASEAN Member States (AMS); a framework is presented 
to capture the current state of each AMS’s regulations affecting the expansion of the 
digital economy and to analyse the current situation regarding the realisation of the 
Digital Economy Framework Agreement (DEFA). Second, it examines if this exercise is 
applicable to a wider, global context.  
 

1.1. Regulating the Digital Economy  

The ASEAN region is undergoing a marked acceleration in the adoption of digital 
technologies, driven by its youthful and technologically proficient population, which 
exceeds 680 million individuals, with more than half under age 30 years (Isono and 
Prilliadi, 2023). Between 2015 and 2019, the number of internet users in ASEAN increased 
by about 100 million, reaching an estimated 460 million by 2022 (Google, Temasek, Bain 
& Company, 2021). Digital services – such as messaging platforms, social media, ride-
hailing applications, and mobile-based goods delivery – have become deeply embedded 
into daily life, a phenomenon further intensified by the COVID-19 pandemic, which 
expedited the shift towards online commerce and reconfigured the retail sector 
throughout the region and the world. The gross merchandise value of South-east Asia’s 
digital economy nearly doubled between 2019 and 2022, reaching USD200 billion (Google, 
Temasek, Bain & Company, 2021), thereby illustrating the pervasive and transformative 
impact of digital technologies across all sectors of the economy (World Bank, 2019).  
 

1.1.1. The Bandar Seri Begawan Roadmap  

The Bandar Seri Begawan Roadmap (BSBR) reflects ASEAN’s collective commitment to a 
5-year agenda towards the development of an integrated digital economy (ASEAN, 2021a). 
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It outlines a concrete plan from 2021 to 2025 in preparation for negotiations for the DEFA, 
which is divided into three phases: (i) recovery (2021–2022), (ii) acceleration (2022–2024), 
and (iii) transformation (2025).  

Phase I aimed to jumpstart the region’s economic recovery amidst the challenges brought 
by the COVID-19 pandemic. It centred on measures aligned with using technology to 
facilitate essential travel in the region and strengthening institutional mechanisms and 
capacities within the ASEAN Secretariat and sectoral bodies involved in digital 
transformation. This included adopting the Work Plan to Facilitate the Implementation of 
the ASEAN Electronic Commerce Agreement, intended to provide insights into emerging 
trends in the global digital economy and to identify priority areas, international best 
practices, and initiatives for effective implementation of the ASEAN Agreement on E-
Commerce. 

Phase II aimed to accelerate the progress of ASEAN sectoral bodies and to provide an 
enabling environment for digital transformation. It included promoting and monitoring the 
adoption of the implementing guidelines of the ASEAN Data Management Framework and 
recognising ASEAN Model Contractual Clauses (MCCs) as an important tool in data 
governance and facilitating cross-border data flow. 

Phase III aims to embrace digital transformation by taking concrete steps to embed digital 
technologies as an integral component of the ASEAN Community. It focusses on adopting 
the DEFA to establish an open, secure, interoperable, competitive, and inclusive regional 
digital economy. 

The following sub-sections provide an overview of initiatives for further facilitating cross-
border data flow. 
 

1.1.2. Framework on Personal Data Protection  

The ASEAN Framework on Personal Data Protection (PDP) was adopted in 2016 by the 
telecommunications and information technology (IT) ministers of AMS (ASEAN, 2016). The 
framework is not legally binding but aims to guide AMS as they develop their own data 
protection laws and regulations. It helps AMS work together to strengthen PDP and to 
facilitate data flow. It provides a basic approach to each principle of PDP as outlined 
below:  

(i) Consent, notification, and purpose. An organisation should not collect, use, nor 
disclose personal data about an individual unless the individual has been notified of 
and given consent to the purpose(s) of the collection, use, or disclosure of his/her 
personal data; or the collection, use, or disclosure without notification or consent is 
authorised or required under domestic laws and regulations. An organisation may 
collect, use, or disclose personal data about an individual only for purposes that a 
reasonable person would consider appropriate in the circumstances.  

(ii) Accuracy of personal data. Personal data should be accurate and complete to the 
extent necessary for the purpose(s) for which the personal data are to be used or 
disclosed.  

(iii) Security safeguards. Personal data should be appropriately protected against loss 
and unauthorised access, collection, use, disclosure, copying, modification, 
destruction, or similar risks.  

(iv) Access and correction. Upon request by an individual, an organisation should 
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provide the individual access to his/her personal data that are in the possession or 
under the control of the organisation within a reasonable period; and correct an error 
or omission in his/her personal data, unless domestic laws and regulations require 
or authorise the organisation not to provide access nor to correct the personal data 
in particular circumstances.  

(v) Transfers to another country or territory. Before transferring personal data to 
another country or territory, an organisation should either obtain the consent of the 
individual for the overseas transfer or take reasonable steps to ensure that the 
receiving organisation will protect the personal data consistently with these 
principles.  

(vi) Retention. An organisation should cease to retain documents containing personal 
data or to remove the means by which the personal data can be associated with 
individuals as soon as it is reasonable to assume that retention is no longer 
necessary for legal or business purposes.  

(vii) Accountability. An organisation should be accountable for complying with these 
measures. Moreover, an organisation should, on request, provide clear and easily 
accessible information about its data protection policies and practices with respect 
to personal data in its possession or under its control. An organisation should also 
make available information on how to contact the organisation about its data 
protection policies and practices (ASEAN, 2016). 

 

1.1.3. ASEAN Data Management Framework  

The ASEAN Data Management Framework: Data Governance and Protection throughout the 
Data Lifecycle was approved on 22 January 2021 to harmonise data protection standards 
in ASEAN (ASEAN, 2021b). Since proper data management practices are key for 
companies to extract value from data while ensuring adequate safeguards, this 
framework provides guidance on implementing data management systems for all private 
companies, including small and medium-sized enterprises (SMEs). It aims to promote 
sound data governance practices by helping companies determine the datasets that they 
have, assign them to appropriate categories, manage the data and protect them 
accordingly, while continuing to comply with relevant regulations. The framework has six 
foundational components: 

(i) Governance and oversight. Provide direction for employees across the 
organisation in implementing and executing the framework and to confirm it is 
operating as designed. 

(ii) Policies and procedural documents. Develop data management policies and 
procedures based on the framework throughout the data life cycle to ensure a 
clear mandate within the organisation. 

(iii) Data inventory. Identify the data used and collected as well as storage type to 
enable understanding of data taxonomy and purpose. 

(iv) Impact/risk assessment. Assess the impact using different impact categories if 
confidentiality, integrity, or availability parameters are compromised. 

(v) Controls. Design and implement protection controls within the systems 
according to the categories assigned and data life cycle. 

(vi) Monitoring and continuous improvement. Monitor, measure, analyse, and 
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evaluate the framework components implemented to keep it up-to-date and 
optimised (ASEAN, 2021b). 

 

1.1.4. ASEAN Model Contractual Clauses for Cross-border Data Flow  

MCCs are standardised clauses that can be used in contracts between parties 
transferring personal data to each other across borders (ASEAN, 2021c). MCCs are in 
compliance with PDP and can facilitate transactions between parties. The obligations are: 

(i) Lawful/legal basis for collection, use, and disclosure. The data exporter must 
ensure that the data are collected, used, disclosed, and transferred in accordance 
with applicable AMS law. In the absence of such laws, data subjects must be notified 
and give consent to the purposes, when reasonable and practicable. 

(ii) Baseline data protection clauses. The data importer will process the data in 
accordance with baseline clauses derived from the Framework on Personal Data 
Protection principles related to collection, notification, purpose, accuracy, security 
safeguards, access and correction, transfers, retention, and accountability. 

(iii) Data breach notification. The data importer must notify the relevant authorities and 
data exporter without undue delay or within a reasonable time specified by the 
parties if it becomes aware of any loss or unauthorised use, copying, modification, 
disclosure, destruction of, or access to personal data under the contract (ASEAN, 
2021c).   

Although the MCCs are primarily designed for intra-ASEAN flow of personal data, ASEAN 
and the European Commission released the Joint Guide to ASEAN Model Contractual 
Clauses and EU Standard Contractual Clauses to ensure interoperability with the European 
Union (EU) (ASEAN and European Commission, 2023). The guide aims to aid companies 
operating across ASEAN and the EU understand the similarities and differences between 
MCCs and EU Standard Contractual Clauses (SCCs) to facilitate compliance with both 
ASEAN and EU data protection laws.1 When an ASEAN company sends data to an EU 
company, companies can reduce the cost of complying with applicable regulatory 
requirements by referring to this guide and drafting contracts that comply with both the 
MCCs and SCCs. The guide also compares two modules of MCCs – controller-to-processor 
transfers and controller-to-controller transfers – with corresponding modules of SCCs.  
 

1.1.5. ASEAN Digital Economy Framework Agreement  

ASEAN is embarking on an accelerated path of digital transformation through the DEFA, 
a binding pact aimed at establishing an 'open, secure, interoperable, competitive, and 
inclusive regional economy' (ASEAN, 2021a:8). Initially introduced in the BSBR, the DEFA 
outlines a comprehensive strategy to integrate the digital economy within ASEAN. 
Originally scheduled for study by 2023 and negotiation by 2025, the timeline for DEFA 
negotiations was expedited to 'as soon as possible' during the 40th and 41st ASEAN 
summits in 2022 (ASEAN, 2022). The momentum continued with the endorsement of the 

 
1  For example, in both MCCs and SCCs, parties are required to provide information on data transfers 

(e.g. the data exporter and importer, data transferred, and purpose of the transfer), but SCCs have 
more items of information that must be provided (e.g. supervisory authority and applicable technical 
and organisational measures). 
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Framework for Negotiating the ASEAN DEFA at the 43rd ASEAN Summit in 2023 (ASEAN, 
2023a), culminating in the launch of DEFA negotiations at the 23rd ASEAN Economic 
Community (AEC) Council on 3 September 2023. It targets completion by the end of 2025, 
with negotiations undertaken by the ASEAN Coordinating Committee on Electronic 
Commerce and Digital Economy, in coordination with relevant ASEAN sectoral bodies and 
serviced by the ASEAN Secretariat. The DEFA negotiations must consider the following 
objectives: 

(i) Digital trade aims to facilitate cross-border trade by creating a seamless trade 
experience with electronic documents and interoperable processes. 

(ii) Cross-border e-commerce aims to create a more efficient and fairer environment, 
including for digital goods and services. 

(iii) E-payments and e-invoicing aim to foster technical interoperability, encourage 
innovation and competition, and developing relevant regulation. 

(iv) Digital identification and authentication aim to develop a mutual recognisable and 
interoperable framework within the region. 

(v) Online safety and cybersecurity aim to improve cooperation and create an open and 
secure online environment, with comprehensive protection to all parties in a digital 
transaction. 

(vi) Cross-border data flow and data protection aim to facilitate data flow and to 
establish frameworks to protect data privacy. 

(vii) Competition policy aims to create a fair, non-discriminatory, transparent 
competitive environment with consistent guidelines on enforcement and better 
choices for consumers. 

(viii) Cooperation on emerging topics aims to establish mechanisms for regulatory 
cooperation for relevant standards and regulations to keep up with technological 
innovations in emerging topics such as artificial intelligence (AI). 

(ix) Talent mobility and cooperation aim to facilitate close collaboration between AMS 
on talent building (ASEAN, 2023b). 

 

1.2. Development of Data Free Flow with Trust  

Outside of the ASEAN region, a widely supported concept is data free flow with trust 
(DFFT). In January 2019, the former Japanese Prime Minister, Shinzo Abe, introduced the 
concept of DFFT as a new global data governance model at the World Economic 
Forum(MoFA, 2019A). The idea was then officially recognised by the G20 in their 2019 
Osaka Leaders’ Declaration(MoFA, 2019B). In April 2021, the G7 adopted a roadmap for 
DFFT cooperation, highlighting the need for data localisation, regulatory cooperation, 
government access to data, and data sharing for priority sectors. Building on this, in May 
2022, it developed an action plan to further enhance these four areas, while also 
emphasising the importance of fostering future digital regulatory interoperability, 
promoting DFFT in digital trade, and sharing knowledge on international data spaces – a 
new voluntary data-sharing framework.  

In May 2023, the G7 leaders endorsed the establishment of an Institutional Arrangement 
for Partnership (IAP) for Operationalising DFFT (G7, 2023). The IAP aims to facilitate data 
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flow by addressing the challenges faced by businesses in data flow. The Organisation for 
Economic Co-operation and Development (OECD) has been designated as the secretariat; 
the Economic Research Institute for ASEAN and East Asia (ERIA) is expected to contribute 
to the IAP initiative for Asia, in particular the ASEAN region.  

DFFT is now the globally accepted concept for facilitating cross-border data flow, and the 
DEFA is an important part of this effort to achieve free cross-border data flow while 
ensuring trust regarding privacy, security, and intellectual property rights. 

As highlighted earlier, the processes of globalisation and digitalisation have significantly 
bolstered connectivity, leading to a notable surge in the accessibility, transfer, and 
exchange of data both domestically and internationally. For successful digital integration, 
it is crucial that consumer and business data move across borders and jurisdictions in a 
safe, secure, and responsible manner. ASEAN identified this as a priority within the 
Framework on Digital Data Governance (ASEAN, 2018). Therefore, the primary challenge 
that ASEAN confronts in establishing a fully digitally integrated economy lies in 
operationalising DFFT in the region. 

At the OECD Ministerial Council in May 2024, Japanese and ASEAN representatives 
discussed Japan-ASEAN cooperation to connect the DEFA with DFFT, as well as the 
collaboration between ASEAN and OECD, including through implementing a joint project 
to enhance legal transparency in cross-border data flow (Digital Agency of Japan, 2024). 
 

1.3. Literature Review 

Balancing the free flow and protection of data is a significant issue within ASEAN. 
Previous research on PDP regulations in AMS indicated that the approaches to data 
localisation (EU-ASEAN Business Council, 2020) and the conditional restrictions on cross-
border data transfers (Liu, Sengstschmid, Ge, 2023) vary amongst AMS. These differences 
contribute to impediments to the free flow of data within the region. To balance data flow 
and data protection, it is thus essential to examine two additional key types of data 
protection regulations. 

The first type pertains to regulations governing the handling of personal data within a 
country’s jurisdiction. Prior studies have analysed differences in such regulations 
amongst AMS, particularly in relation to sensitive categories of information such as 
gender identity, race, data concerning minors, and data breach notifications. These 
domestic discrepancies in the management of personal data pose challenges for 
businesses operating across multiple jurisdictions (Liu, Sengstschmid, Ge, 2023). 
Moreover, divergences in broader aspects of personal data governance (e.g. the rights of 
data subjects and mandated security measures) also influence the feasibility of cross-
border data transfers (UNCTAD, 2023; Fritz and Giardini, 2023). For instance, a company 
that is permitted to process personal data without consent in its home country for 
contractual fulfilment may be required to obtain explicit consent in another country. This 
inconsistency demands additional compliance efforts, including notifying individuals, 
updating privacy policies, revising the legal basis for processing, and adjusting data-
handling practices. Such regulatory fragmentation inhibits the region from realising its 
full digital potential. Therefore, harmonising PDP regulations amongst AMS – at least to 
a certain extent – is critical for facilitating smoother cross-border data flow and 
promoting regional digital integration. 
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The second type of regulation concerns the protection of non-personal data. While prior 
research has predominantly focussed on personal data, businesses also manage 
significant volumes of non-personal data, including supply chain and research and 
development (R&D) data. For example, if the integration or cross-border sharing of R&D 
data is prohibited by data localisation laws, this may impede the ability of companies to 
establish global R&D networks. Consequently, businesses may avoid conducting R&D 
activities in jurisdictions that enforce such regulations. Furthermore, where governments 
impose mandatory technology-transfer requirements, companies may be reluctant to 
expand their operations due to concerns over losing competitive advantages derived from 
R&D investments. Thus, regulations affecting the flow of non-personal data also exert a 
considerable influence on cross-border data movement. 
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Chapter 2 

Existing Initiatives for Enhancing Transparency and Proposal of 
a New Database 

 
 
 
For a comprehensive analysis of data governance-related regulations of AMS, an 
analytical framework was constructed. Existing initiatives for enhancing transparency on 
data-related regulations were evaluated, based on whether they meet businesses’ 
expectations. Suitable ones were then used for the framework.  
 

2.1. Review of Existing Initiatives for Enhancing the Transparency of Data 
Governance Regulations 

 

2.1.1. Digital Policy Alert (St. Gallen Endowment) 

Figure 2.1 shows Digital Policy Alert (DPA), a database operated by the Swiss nonprofit 
organisation, St. Gallen Endowment, since 2021. From it, businesses can quickly obtain 
information on policy changes affecting cross-border digital commerce. It has a team of 
about 12 analysts around the world who update this information. It is an excellent 
database in the following respects: 

(i) Target policy area. It includes PDP regulations, as well as those on taxation, 
international trade, labour law, and intellectual property rights. 

(ii) Completeness of content. It has detailed descriptions of legal systems (e.g. 
purpose of the system, targeted businesses, competent authorities). 

(iii) Reliability. It is based only on official sources, with links to original sources; 
information is verified by a two-step review process and is updated daily.  

(iv) User-friendly user interface/user experience. It improves visibility by using 
graphs, tables, and other hierarchical structures. 

On the other hand, it is difficult to compare the details of specific systems between 
countries, and there are some items that are not covered, such as execution examples. 
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Figure 2.1. Digital Policy Alert 

 
 

 
Source: Digital Policy Alert, https://digitalpolicyalert.org/ [accessed 16 May 2024] 

 

2.1.2. OECD Data Explorer (OECD) 

Figure 2.2 shows the OECD Data Explorer, which is OECD's online statistical database. It 
migrated from OECD.Stat (including the Services Trade Restrictiveness Index) in March 
2024, making all OECD statistics publicly available on one site. It covers a wide range of 
policy areas, including agriculture, the economy, education, and the environment. 
However, since its tables and graphs are intended for the most use, explanations in text 
are limited. Thus, it is not helpful when trying to understand the details of a country’s legal 
system.  

https://digitalpolicyalert.org/
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Figure 2.2. OECD Data Explorer 

 

 

Source: OECD, OECD Data Explorer, https://data-explorer.oecd.org/ [accessed 15 April 2024]. 
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OECD also publishes the OECD Digital Services Trade Restrictiveness Index on its Going 
Digital Toolkit website (Figure 2.3). This shows the barriers that impede the provision of 
digital services based on the Services Trade Restrictiveness Index, comprising five 
measures: (i) infrastructure and connectivity, (ii) electronic transactions, (iii) e-payment 
systems, (iv) intellectual property rights, and (v) other barriers to trade in digitally enabled 
services. Although it is not suitable for checking the details of each country's laws, it is 
useful for understanding the overall picture of business barriers in a particular country. 

 

Figure 2.3. Going Digital Toolkit 

Source: OECD, Going Digital Toolkit, https://goingdigital.oecd.org/ [accessed 15 April 2024]. 

 

2.1.3. The Digital Trade and Data Governance Hub (George Washington University) 

Figure 2.4 shows the Digital Trade and Data Governance Hub, which is a website operated 
by The George Washington University since 2021. It aims to help policymakers and the 
public understand how governments manage data. It quantifies six unique indicators for 
each country's data governance laws and regulations, covering 68 countries and the EU. 
The indicators are (i) strategies (i.e. the government’s vision or plan for different types of 
data in the economy and politics); (ii) laws and regulations (i.e. the legal regime around 
data types and/or use); (iii) structural changes in response to data-driven transformation; 
(iv) human rights and ethical guidelines for data use and reuse; (v) public involvement (i.e. 
informing constituents about its activities and taking public comments with the intention 
of incorporating their feedback); and (vi) mechanisms for international cooperation 
regarding establishing data governance rules and norms. 

Although it is useful for understanding the global landscape overall, it is not possible to 
understand the details of each country's laws and regulations that are necessary for 
doing business. Because there is no specific explanation of the legal systems, one must 
examine the linked legal texts. Its strengths are that it covers PDP, freedom of information, 
and open data laws for the proactive release of government information; has links to 
original sources; and is easy to operate intuitively.  
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Figure 2.4. The Digital Trade and Data Governance Hub 

Source: The George Washington University, The Digital Trade and Data Governance Hub, 
https://globaldatagovernancemapping.org/ [accessed 15 April 2024]. 

 

2.1.4. Global Data Privacy and Cybersecurity Handbook (Baker McKenzie) 

Figure 2.5 shows The Global Data Privacy and Cybersecurity Handbook, a database run 
by Baker McKenzie to help businesses understand PDP, privacy, and cybersecurity laws, 
regulations, and guidance. It covers more than 50 countries around the world and allows 
users to compare laws and guidance across topics such as scope and localisation. 
Regarding cross-border transfers, the differences are easy to discern as they are 
organised according to data transfer restrictions. There is also a link to original sources, 
making it easier to check the actual text. However, the policy areas covered are limited 
(e.g. competition law is omitted).  

 

https://globaldatagovernancemapping.org/
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Figure 2.5. Global Data Privacy and Cybersecurity Handbook 
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Figure 2.5. Continued 

Source: Baker McKenzie, Global Data Privacy and Security Handbook, 
https://resourcehub.bakermckenzie.com/en/resources/global-data-privacy-and-cybersecurity-
handbook [accessed 16 May 2024]. 

 
2.1.5. Data Protection Laws of the World (DLA Piper) 

Figure 2.6 shows Data Protection Laws of the World, a website operated by DLA Piper 
since 2012. The data protection laws of more than 160 jurisdictions are organised in a 
way that allows the comparison of requirements for transfer or enforcement between 
any two countries. Since it only describes the contents of the regulations in text, detailed 
comparisons are not possible. Furthermore, it only covers data protection laws, not 
security or competition laws.  

 

  

https://resourcehub.bakermckenzie.com/en/resources/global-data-privacy-and-cybersecurity-handbook
https://resourcehub.bakermckenzie.com/en/resources/global-data-privacy-and-cybersecurity-handbook
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Figure 2.6. Data Protection Laws of the World 

Source: DLA Piper, Data Protection Laws of the World, https://www.dlapiperdataprotection.com/ 
[accessed 16 May 2024]. 

 

2.2. Survey of Companies' Needs for Transparency in Data-related Regulations 

To enhance transparency around global data flow, this study conducted interviews with 
companies currently operating or planning to operate in AMS. The information was then 
analysed concerning the current obstacles regarding transparency in data regulations 
and identified the companies’ needs regarding transparency. 

 

2.2.1. Overview of the Company Interview Process 

To understand the status, issues, and prospects surrounding data use in ASEAN, the 
interviews used the contents of Table 2.1. 

 

Table 2.1. Interview Questions  

Subject Questions 

Data flow in the ASEAN 
region 

• What kind of data flow networks are currently being 
established in each region?  

• What are the backgrounds and reasons for such 
networks? 

Compliance with data 
protection regulations 

• How is international data flow in the ASEAN region being 
addressed by national data protection regulations? 

Issues facing the 
company from a 
transparency 
perspective 

• In terms of transparency, are there any challenges in 
dealing with ASEAN data protection regulations? 

https://www.dlapiperdataprotection.com/
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Subject Questions 

Response to 
governmental access 

• What is your response to governmental access in the 
ASEAN region?  

• Regarding the access method, is it mandatory or is it 
based on a search warrant?  

• What kind of data is required to be submitted? 

Expectations for the 
ASEAN Digital Economy 
Framework Agreement 
(DEFA) 

• It is assumed that the DEFA will be signed by 2025 and 
that there will be more integration of the digital 
economy in ASEAN. What are your expectations for the 
DEFA? 

Source: Authors. 

 

The interviews were conducted with domestic and foreign businesses. In selecting target 
businesses, software, e-commerce, and other industries expected to handle a large 
amount of consumer data were the focus (Table 2.2). 

 

Table 2.2. Businesses Interviewed 

Industry/Name Company Size Date of Interview 

E-commerce 1 Large  30 January 2024 

E-commerce 2 Large  7 February 2024 

E-commerce 3 Large  1 March 2024 

Software 1 Large  5 February 2024 

Software 2 Large  22 February 2024 

Cloud Large  6 March 2024 

Finance Large  19 March 2024 

Web promotion Micro, Small, or Medium Enterprise 23 April 2024 

Source: Authors. 

 

2.2.2. Cross-border Relocation Realities and Company Needs  

The following sections describe the actual situations of cross-border data transfers and 
the associated needs of companies based on the results of the interviews. 

Data flow in the ASEAN region. Generally, data are handled differently depending on the 
inclusion of personal information. If personal information is not included, data can be put 
in a cloud-based system without concern for data location; if personal information is 
included, the data must be handled more strictly. In these cases, companies make an 
effort to limit the use of the information and to take the location of the data into 
consideration. In some cases, for example, personal information must be stored in Japan; 
in others, only personal information is extracted from the cloud and stored on a separate 
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server in Japan. In Indonesia, there is a rule that personal information cannot be stored 
outside of the country, but telecommunications and financial service providers are taking 
measures that go beyond the rule, according to Software 1. E-commerce 1 stated that 
regardless of the regulations, its data centres are all on-premises and in-house due to 
the presence of competitors offering cloud services and data scalability. 

Compliance with data protection regulations. Responses did not differentiate between 
personal information and other data. As for systems for complying with PDP regulations, 
cases were found where a department is set up for compliance purposes within the 
company or where compliance work is outsourced to law or consulting firms. E-
commerce 1 and E-commerce 3 responded that their in-house legal staff and a team led 
by a data protection officer in each region work together to check and to respond to the 
laws in each country. Software 2 has no legal department, but a compliance department 
deals with issues and is overwhelmed. Many large companies indicated that they receive 
advice from local or Japanese law or consulting firms on how to respond to systemic 
changes (i.e. E-commerce 1, E-commerce 3, Software 1, Software 2, Finance). E-
commerce 2 said that when there are many issues to be addressed, it is burdensome to 
handle them in-house. If interpretation is required, the work is outsourced. 

To comply with data protection regulations, the use of SCCs and MCCs was mentioned. 
The EU SCCs can only be slightly modified, while the ASEAN MCCs can be modified in any 
part as long as the spirit of the document is maintained. The joint guide, previously 
mentioned, incorporates all elements for the EU SCC, which can then be included in the 
MCCs to meet the requirements of both (Software 2). According to Software 1 – especially 
for financial and telecommunications businesses – communication with authorities is 
more important than compliance with laws and regulations, as ASEAN MCC compliance 
is an administrative discretion. 

Complexity of checking laws and regulations. According to Software 1, relevant 
legislation must be checked for each ministry in countries where there is no 
comprehensive data protection legislation. In some countries, laws and regulations are 
published only in the local language, which may cause issues. Moreover, it is often difficult 
to understand the differences in laws and regulations in each country, corresponding 
issues, and where information is disclosed (Web promotion).  

Large expenditures to comply with laws and regulations and to ensure transparency. 
According to E-commerce 3 and Finance, it is costly to hire people with expertise in-house 
and to use outside law firms.  

Obtaining consent for the use of users' personal information. Per E-commerce 1, steps 
for obtaining consent for the use of personal information varies from country to country. 
Thus, it is necessary to incorporate the scope of data use as broadly as possible with an 
eye to the future, since consent from users must be repeatedly obtained without a clearly 
defined scope that includes plans for data use.  

Secure engineering personnel with knowledge of data protection requirements. 
According to E-commerce 2, a person who can write SaaS code while considering data 
protection requirements is key to complying with PDP regulations.  

Tenant of customer information affects business development with respect to data 
location rules. When storing customer data in the cloud, the importance of data location 
can become a bottleneck to growth, according to Software 1.  
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Response to governmental access. Few cases of governmental access were found in 
the ASEAN region, except for confirmation of a leakage incident.2 E-commerce 1 and E-
commerce 3 stated that it is important to provide only the necessary information in 
consideration of privacy, not provide unnecessarily large amounts of data. Web Promotion 
noted that if a foreign government sought access, it would deal with the request in  
cooperation with the Japanese Personal Information Protection Commission; Ministry of 
Economy, Trade and Industry; and Japan Institute for Promotion of Digital Economy and 
Community.  

Expectations for the DEFA. Two expectations were identified – efficiency and labour 
savings in dealing with regulatory differences within the ASEAN region, and 
harmonisation of PDP regulations and enforcement challenges. Software 1 would like 
unified definitions of personal information and relaxation or exemption of regulations on 
data transfer (i.e. setting restrictions on data location within the region rather than within 
each country). E-commerce 3 would like a prohibition of tariffs on electronic 
transmissions, while Finance looked forward to cooperation and arbitration by national 
authorities. Since there are greater differences amongst countries in the severity of 
enforcement than in the severity of the regulations themselves, it is necessary to address 
enforcement issues as well as institutional unification per Software 1.  

 

2.2.3. Implications for the Analytical Framework 

The interviews revealed that the cost of compliance with PDP regulations is a challenge 
for ASEAN businesses. While existing tools such as MCCs are being used effectively, the 
burden of understanding the content of laws and regulations is particularly heavy for 
micro and SMEs, as it requires research by a department in charge within a company or 
an external law firm. In addition, some commented that it is necessary to communicate 
with authorities rather than just examining the law, as enforcement has a significant 
impact on their business. Therefore, there is a need for data repositories to increase the 
transparency of PDP regulations. Data repositories should make it easier to check the 
contents of each country's PDP regulations as well as the status of enforcement. It was 
also confirmed that efficiency and labour savings in dealing with regulatory differences 
within the ASEAN region and harmonisation of PDP regulations and enforcement 
challenges are required of the DEFA. 

Regarding the databases introduced previously, these are the following excesses and 
deficiencies when compared to corporate needs: 

(i) Target policy area. Some of the databases have a narrow policy area, making it 
difficult to cover necessary information. Companies need to be able to obtain 
information covering the relevant laws and regulations of each ministry and agency, 
so it is necessary to have an appropriate scope. As an example, Data Protection Laws 
of the World targets only data protection and does not cover other information closely 
related to data flow, such as security.  

(ii) Completeness of content. There were many cases in which content important for 
conducting business could not be confirmed (e.g. legislation, public comment, 

 
2 There was one case of government access that could be attributed to political factors, and it appears 

that there was a request to disclose data to discern if users were involved in anti-governmental 
movements or actions that could incite such movements. 
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passage, enforcement, amendment, definitions, exception conditions, and execution 
cases). In particular, execution cases are an extremely important perspective for 
companies when taking a risk-based approach. 

(iii) Reliability. It was confirmed that companies have a need for database reliability. 
Original sources are cited as the source of information on many databases, so they 
are highly reliable, but there are also many that are not updated as soon as the 
information is confirmed. Because DPA has verification through a two-step review 
process and updates daily as information is confirmed, it can be considered reliable. 

(iv) User interface/user experience. Companies need to be able to obtain information 
quickly, so the Global Data Privacy and Security Handbook and Data Protection Laws 
of the World, which allow users to narrow their information to topics of interest, meet 
their needs. However, DPA is difficult to compare by topic, and is not suitable when a 
company wants to compare the specific content of its own country's legal system 
with that of another. It is considered effective to summarise the information in easy-
to-understand tables and graphs, like DPA and the Digital Trade and Data Governance 
Hub.  

The evaluation of preceding cases based on company needs is shown in Table 2.3.  

 

Table 2.3. Evaluation of Cases Based on Company Needs 

 
Target Policy 

Area 
Completeness 

of Content 
Reliability 

User Interface 
and Experience 

Digital Policy 
Alert (DPA) 

Excellent. It 
covers data 
governance as 
well as content 
moderation, 
competition, and 
consumer 
protection. 

Excellent. It 
details various 
legal systems. 

Good. 
Original 
sources are 
cited. 

Good. It 
summarises 
information in 
easy-to-
understand 
tables and 
graphs, but it is 
not suitable for 
use in 
comparing legal 
systems. 

OECD Data 
Explorer 

Excellent. It 
covers wide 
policy areas 
such as the 
economy, 
society, and 
finance. 

Poor. There is 
no explanation 
of legal 
systems. 

Excellent. An 
official 
agency puts 
out 
information. 

Excellent. Its 
graphs and 
tables make it 
easy to 
compare 
countries. 

The Digital 
Trade and 
Data 
Governance 
Hub 

Good. It covers 
data 
governance. 

Poor. There is 
no explanation 
of legal 
systems. 

Good. 
Original 
sources are 
cited. 

Good. It 
summarises 
the information 
in easy-to-
understand 
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Source: Authors.  

 

2.3. A New Repository of Data-related Regulations 

A new framework for data-related regulation research must be constructed. DPA 
emerges the most suitable framework; therefore, the framework for this study was 
constructed by adjusting items contained in DPA based on corporate needs identified 
from the interviews. The purpose and form of legal systems was added to inform 
businesses of the overall picture of a specific legal system to understand each item of a 
legal system more thoroughly. Also, governmental access was added. Information on 
penalties was excluded, as it does not concern compliance issues.  

 

 

 

 

 

 

 

 

 

 

 

 
Target Policy 

Area 
Completeness 

of Content 
Reliability 

User Interface 
and Experience 

tables and 
graphs, but it is 
not suitable in 
comparing legal 
systems. 

Global Data 
Privacy and 
Cybersecurity 
Handbook 

Good. It covers 
data protection, 
privacy, and 
cybersecurity. 

Excellent. It has 
detailed 
description of 
various legal 
systems. 

Good. 
Original 
sources are 
cited. 

Excellent. It is 
easy to 
compare legal 
systems. 

Data 
Protection 
Laws of the 
World 

Poor. It covers 
only data 
protection. 

Excellent. It has 
detailed 
descriptions of 
legal systems. 

Poor. 
Original 
sources are 
not cited. 

Excellent. It is 
easy to 
compare legal 
systems 
between 
countries. 
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Table 2.4. Detailed Contents of New Framework for Research 

Source: Authors. 
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In addition, for the new database, secondary sources were collected, such as news or 
articles on data-related regulations (Table 2.5). Other information gathered included 
governmental reports on foreign legislation or news, as well as client alerts or news sent by 
leading law firms, consulting firms, and business news agencies. Lawyers were also 
consulted on important laws or regulations, such as comprehensive data protection laws, 
which were included. All information was verified by accessing original sources. As some 
countries only have legal texts in local languages, internet translations were used.  

 

Table 2.5. Secondary Sources for New Database 

Category Source 

Database of regulations Digital Policy Alert (St. Gallen Endowment) 

OECD Data Explorer (OECD) 

Global Data Privacy and Cybersecurity Handbook (Baker 
McKenzie) 

Data Protection Laws of the World (DLA Piper) 

Governmental research 
on foreign regulations 

Some countries have conducted legal research on foreign 
legal systems, such as the Personal Information Protection 
Commission of Japan. 

Client alerts and news Leading law firms and consulting firms 

News sites Leading news agencies  

Source: Authors. 
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Chapter 3 

Status of Data-related Regulations in ASEAN3 
 

 
 

When entering overseas markets and engaging in international business, companies handle 
both personal data – pertaining to customers and employees – and non-personal data. Non-
personal data can include proprietary corporate information – such as critical technologies 
and know-how – that is maintained internally and not disclosed publicly. Such data are 
generally protected under intellectual property laws, which provide companies with legal 
means to safeguard their trade secrets. 

When obtaining data that are protected under foreign regulations directly from their 
domestic base, companies are required to comply with foreign data protection laws. 
Similarly, when data are acquired by a customer, supplier, or affiliated company based 
abroad and transferred to companies’ home country, compliance with relevant foreign 
regulations is also necessary. When companies transfer data that have been collected 
domestically to an overseas recipient, they must observe the origin country's rules on cross-
border data transfers, which can differ depending on the destination country.  

To clarify how such data-related policies influence corporate operations, the subsequent 
section explores the content and variation in domestic regulatory frameworks across AMS, 
highlighting structural challenges. The discussion begins with definitions and then an 
overview of the structure of data protection laws. A classification of these rules into two 
categories follows: (i) domestic data flow regulations, which address the treatment of data 
obtained within a country; and (ii) cross-border data flow regulations, which pertain to the 
transmission of data to other countries. 
 

3.1. Definitions  

The alignment of basic terminology, such as the definition of personal data, is essential for 
compliance with data-related regulations. If such terminology differs amongst AMS, it is 
difficult for companies to research such differences and to modify the treatment of such 
data according to varied definitions.  

Table 3.1 shows that AMS stipulate the definitions of ‘personal data’, ‘sensitive personal data’, 
and ‘data processing’. Although AMS use the same terminology, definitions still differ. For 
example, with respect to ‘personal data’, Indonesia defines this term as ‘any data related to 
identified or identifiable individuals, separately or in combination with other information, 
directly or indirectly’ in its PDP Law, while Cambodia defines ‘personal information’ as ‘a 
combination of data that can reveal information about a person's private or confidential 
information’ in its E-commerce Law. Cambodia also uses ‘personal identification data’, 
which is more like the ‘personal data’ definition of Indonesia but is defined as ‘information 
that can identify an individual [such as] data about the name, gender, date of birth, place of 
birth, current residence, nationality, as well as biometric data or other data related to the 

 
3  Parts of this chapter were published in ‘Current Status of ASEAN Data Governance and Its Implications 

for the Digital Economy Framework Agreement’, ERIA Discussion Paper Series, No. 539. 
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identity of the individual’ in that law. The exclusion of ‘identifiable’ in the definition of 
‘personal data’ has a substantial impact of the scope of ‘personal data’.  

  

Table 3.1. Definitions of Basic Terms across ASEAN 

 

BRN = Brunei Darussalam, DPA = Data Protection Act, IDN = Indonesia, KHM = Cambodia, LAO = Lao 
People’s Democratic Republic, MMR = Myanmar, MYS = Malaysia, PHL = Philippines, SGP = Singapore, 
THA = Thailand, VNM = Viet Nam. 
Source: Authors. 

 

Indonesia, Malaysia, Philippines, Singapore, and Thailand reference a special category of 
personal data, ‘sensitive personal data’, which needs specific treatment for data protection, 
such as mandatory requirements of explicit consent for data processing. Amongst these five 
AMS, substantial differences exist. While some categories – such as health and political or 
religious beliefs – are included, others like personal financial data, education status, race, 
and age are limited to one or two AMS.  

Lastly, the definition of ‘processing’ is stipulated by seven AMS. Three have no definition, 
although they define personal data and regulate it. Lack of clarity of the scope of processing 
may cause difficulties in complying with various regulations. 

 

3.2. Regulatory Frameworks  

Throughout AMS, PDP frameworks generally fall into two categories: (i) comprehensive 
regulations and (ii) sector-specific regulations. Comprehensive regulations are universally 
applicable across all industries and sectors, overseeing how companies and other 
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organisations handle personal data. In contrast, sector-specific regulations are composed 
of individual legal provisions that apply only to designated sectors or industries. 

As shown in Table 3.2, seven AMS enforce comprehensive PDP laws: draft PDP Order (Brunei 
Darussalam), Law No. 27 of 2022 on PDP (Indonesia), Law on Electronic Data Protection No. 
25/NA (Lao People’s Democratic Republic [Lao PDR]), PDP Act 2010 (Malaysia), Data Privacy 
Act of 2012 (Philippines), PDP Act 2012 (Singapore), PDP Act B.E. 2562 (2019) (Thailand), and 
Decree No.13/2023/ND-CP PDP Decree (Viet Nam).  

 

Table 3.2. Comprehensive or Sector-specific Regulations for Personal Data Protection 
across ASEAN 

BRN = Brunei Darussalam, IDN = Indonesia, KHM = Cambodia, LAO = Lao People’s Democratic Republic, 
MMR = Myanmar, MYS = Malaysia, PHL = Philippines, SGP = Singapore, THA = Thailand, VNM = Viet Nam. 
Source: Authors.  
 
 
In countries lacking comprehensive regulations, PDP is limited to sectors covered by specific 
legislation. Consequently, some industries may remain without adequate safeguards for 
PDP in these jurisdictions. This regulatory inconsistency poses difficulties for companies 
engaged in cross-border personal data transfers. For example, if the destination country 
does not have a comprehensive PDP law, the origin country may prohibit such transfers or 
may require businesses to establish supplementary protection mechanisms. Even in cases 
where the origin country does not explicitly restrict data transfers, companies may still 
encounter challenges in verifying whether the recipient entities abroad can uphold the same 
level of PDP mandated by the origin country. 

Regarding non-personal data, comprehensive regulatory frameworks feature consistency, 
mitigating the risk of data leakage and fostering a secure data environment. However, they 
may also place a considerable compliance burden on companies, especially when mandated 
data protection extends to information that is not central to their operations. Sector-specific 
regulations provide more tailored protection by aligning compliance obligations with the 
unique requirements of individual industries.  

Overregulation of non-personal data can also hinder corporate activities. Data derived from 
the internet of things (IoT), supply chain operations, and R&D are essential for the digital 
transformation of business value chains, such as those in manufacturing. Advances in 
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modern information and communications technology (ICT) have enabled the disaggregation 
of internal business processes, allowing companies to strategically locate different 
segments of their value chain across global markets. However, data localisation 
requirements can obstruct the cross-border movement of non-personal data, thereby 
disrupting these global value chains and undermining corporate competitiveness. As 
illustrated in Table 3.3, AMS differ in their approaches to non-PDP.  

 

Table 3.3. Comprehensive or Sector-specific Regulations for Non-personal Data 
Protection across ASEAN 

BRN = Brunei Darussalam, DPA = Data Protection Act, IDN = Indonesia, KHM = Cambodia, LAO = Lao 
People’s Democratic Republic, MMR = Myanmar, MYS = Malaysia, PHL = Philippines, SGP = Singapore, 
THA = Thailand, VNM = Viet Nam. 
Source: Authors.  
 

 
The Electronic Data Protection Law enacted by the Lao PDR offers protection for national 
security and trade secrets (e.g. proprietary technologies and specialised know-how) across 
all sectors. This legislation requires that data owners be clearly informed of the purpose 
behind data collection, obliging entities to manage data responsibly and securely. Similarly, 
in Indonesia, the Electronic Information and Transactions Law extends protection to both 
personal and non-personal data, encompassing forms such as text, audio, images, maps, 
documents, photographs, electronic data interchange, e-mails, telegrams, telexes, faxes, 
and other electronic formats. The law’s application is confined to data that are handled 
within electronic systems. 

Thailand’s Trade Secret Act of 2015 adopts a sector-specific approach. It focusses on 
safeguarding trade secrets within the trade and commercial sectors, requiring businesses 
to ensure that any confidential information with commercial value is properly protected. To 
this end, companies must take appropriate steps to maintain confidentiality; these may 
include internal policies such as workplace rules. Additionally, organisations are expected 
to implement information management systems, which may involve internal training 
programmes and audit procedures. 

 

3.3. Regulatory Framework Details 

This sub-section examines prevailing regulatory developments by dividing data protection 
regulations into two groups: (i) domestic data flow regulations and (ii) cross-border data flow 
regulations. Each category encompasses rules related to the safeguarding of both personal 
and non-personal data. 
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3.3.1. Domestic Data Flow Regulations 

Table 3.4 shows that the legal grounds for processing personal data, as defined and 
permitted by the European Union’s General Data Protection Regulation (GDPR): (i) obtaining 
consent, (ii) fulfilling a contract, (iii) complying with legal obligations, (iv) protecting vital 
interests, and (v) protecting legitimate interests. These parameters are broadly accepted in 
Indonesia, Malaysia, the Philippines, Singapore, and Thailand in their PDP laws. In contrast, 
Myanmar only acknowledges ‘obtaining consent’ as a legitimate basis for processing 
personal data, placing a considerable compliance burden on data controllers to ensure 
lawful processing. Additionally, Brunei Darussalam is unique in recognising ‘opting out’ as a 
valid legal basis. Under this provision, data controllers may process personal data after 
assessing potential adverse effects on the individual, notifying the individual of the new 
purpose, and offering a reasonable time frame in which the individual can opt out. 

 

Table 3.4. Legal Bases for Personal Data Processing across ASEAN 

BRN = Brunei Darussalam, IDN = Indonesia, KHM = Cambodia, LAO = Lao People’s Democratic Republic, 
MMR = Myanmar, MYS = Malaysia, PHL = Philippines, SGP = Singapore, THA = Thailand, VNM = Viet Nam.  
Notes:  
1. Consent entails the data subject giving consent for the handling of data for a specific purpose. 
2. Performance of a contract entails processing a data subject's data for the delivery of goods or 

services purchased by the data subject. 
3. Legal obligation denotes data processing required when complying with legal obligations to which 

the data controller is subject. 
4. Vital interests represent data processing necessary when protecting data subjects or other human 

life. 
5. Public interest denotes the processing of data necessary for the performance of a task carried out in 

the public interest or in the exercise of official authority vested in the data controller. 
6. Legitimate interests represent data processing where the processing is necessary for purposes of 

legitimate interests as required by the data controller or by a third party. 
7. Opt-out refers to the practice of providing personal data to third parties without the explicit consent 

of the individual as long as the individual has not requested the cessation of such provision. 
8. A black triangle indicates that the regulations in question apply only to sectors covered by the 

individual laws and regulations shown in Table 3.2. 
9. *1 indicates that if the individual, without giving express consent, voluntarily provides personal data 

for that purpose, it is reasonable to assume that the individual voluntarily provides the data.  
10. *2 identifies the person who will collect the data or ensures that the data will not be used for any 

other improper purpose. 
Source: Authors.  
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A limited set of legal bases can result in elevated compliance costs. Businesses may be 
reluctant to receive personal data from origin countries that lack sufficient legal grounds for 
data processing. For instance, if a company processes data under the ‘performance of a 
contract’ basis in its home country but receives data from an origin country where that basis 
is not legally recognised, such processing may violate the data protection laws of the origin 
country.4 Table 3.5 illustrates that the rights afforded to data subjects under data protection 
laws differ considerably amongst AMS. Even amongst those that have enacted 
comprehensive data protection legislation, the only right consistently recognised across 
ASEAN is that of access to data.5 In Indonesia, the Philippines, Thailand, and Viet Nam, data 
subjects enjoy rights that closely align with those outlined in the GDPR. These include the 
rights to access, rectify, and delete data (commonly referred to as the ‘right to be forgotten’); 
restrict processing and data portability; and be informed and notified. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

 
4 If legality is recognised solely on the basis of obtaining the person's consent, actions undertaken for 

fulfilling a contract may not be deemed lawful. For example, a company operating an e-commerce site 
may process a user's information (e.g. address or telephone number) for the purpose of shipping goods 
under the legal basis of ‘fulfilling a contract’. However, this would not be lawful in countries where 
‘fulfilling a contract’ is not recognised as a valid legal basis for data processing. 

5 The right of data subjects to request a copy of the contents of personal data held by a data controller if 
they request to know what personal data are held about them. 
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Table 3.5. Rights of Data Subjects across ASEAN 

BRN = Brunei Darussalam, IDN = Indonesia, KHM = Cambodia, LAO = Lao People’s Democratic Republic, 
MMR = Myanmar, MYS = Malaysia, PHL = Philippines, SGP = Singapore, THA = Thailand, VNM = Viet Nam.  
Notes: 
1. The right to be informed denotes that data subjects are provided with clear and comprehensive 

information about how their personal data are being collected, used, and processed. 
2. The right of access means that data subjects can obtain confirmation about whether their personal 

data are being processed and to access that data along with supplementary information. 
3. The right to rectification allows data subjects to request the correction of inaccurate or incomplete 

personal data. 
4. The right to erasure permits data subjects to request the deletion of their personal data under certain 

circumstances, such as when the data are no longer necessary for the original purposes of 
processing. 

5. The right to restrict processing means that data subjects can limit the processing of their personal 
data, typically in situations where the accuracy of the data is contested or their processing is unlawful. 

6. The right to data portability denotes that data subjects can receive their personal data and transmit 
them to another data controller. 

7. The right to object means that data subjects can object to the processing of personal data based on 
legitimate interests or direct marketing. 

8. The right not to be subject to a decision based solely on automated processing means that data 
subjects are protected from being subject to decisions made entirely by automated means, including 
profiling, which produces significant legal or similarly impactful effects on them. 

9. The right to withdraw consent allows data subjects to revoke their previously given consent for the 
processing of their personal data at any time, without affecting the lawfulness of prior processing 
based on that consent. 

10. A black triangle indicates that the regulations in question apply only to sectors covered by the 
individual laws and regulations shown in Table 3.2.  

11. *1 indicates the right to notify the data administration authority and other relevant sectors to secure 
electronic data when the data have been damaged or are at risk.  

12. *2 indicates the right to obtain a copy of personal data and to receive personal data from the data 
controller. The data controller must arrange such personal data in a format that is readable or 
commonly used by automated tools or equipment and can be used or disclosed through automated 
means. 

Source: Authors.  
 
 

Inconsistencies in the recognition of these rights across borders are presenting challenges 
for international data transfers. For instance, if personal data are sent to a destination 
country where the right to deletion is not acknowledged, data subjects from the origin 
country may be unable to exercise that right in the destination country.  
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To uphold the rights of data subjects, companies must compare the rights guaranteed in the 
origin country with those recognised in the destination country and enter into supplemental 
data protection agreements with the destination country to ensure that those rights are 
maintained. These additional steps contribute to a higher compliance burden on businesses. 

Although national laws typically apply within a country’s geographic boundaries, the nature 
of data flow can result in these laws being enforced beyond physical borders. Extraterritorial 
application is designed to safeguard personal data processed by companies operating 
outside of a country’s territory. As shown in Table 3.6, all AMS currently include provisions 
for extraterritorial application within their domestic legal frameworks. However, specific 
criteria differ based on the intended use of the data. For instance, Malaysia’s legislation 
applies exclusively to companies offering goods or services from abroad to individuals in 
Malaysia. Indonesia and Thailand extend the reach of their laws to foreign entities that 
monitor the behaviour of data subjects within their territories. 

 

Table 3.6. Extraterritorial Application of Personal Data Protection Regulations across 
ASEAN 

BRN = Brunei Darussalam, IDN = Indonesia, KHM = Cambodia, LAO = Lao PDR, MMR = Myanmar, MYS = 
Malaysia, PHL = Philippines, SGP = Singapore, THA = Thailand, VNM = Viet Nam.  
Notes: 
1. A black triangle indicates that the regulations in question apply only to sectors covered by the 

individual laws and regulations shown in Table 3.2.  
2. *1 applies to organisations that collect, use, or disclose personal data within the country, whether 

they are formed or recognised under the country's laws, or if they are residents or have an office or 
place of business in the country.  

3. *2 applies to legal and natural persons or interests of Cambodia.  
4. *3 applies to foreign companies registered with the National Bank of Cambodia as institutions 

handling credit information. They are obligated to accept requests for corrections or other 
amendments to consumers' credit information (i.e. personal data) due to the regulatory requirements 
under the regulations on credit information overseen by the National Bank of Cambodia.  

5. *4 applies to a person who is not established in Malaysia but uses equipment in Malaysia for 
processing personal data, other than for the purposes of transit through Malaysia.  

6. *5 applies to Myanmar citizens who are anywhere beyond the physical limits of Myanmar.  
7. *6 applies to the act, practice, or processing relating to personal information about a Philippines 

citizen or a resident; a contract is entered into in the Philippines. 
Source: Authors.  
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Extraterritorial provisions may compel domestic companies to comply with foreign data 
protection laws, even in the absence of their physical presence in those countries. Likewise, 
foreign businesses may fall under the jurisdiction of a country’s data protection laws if they 
process personal data of individuals residing there. This can occur when companies handle 
data collected abroad for purposes such as providing services, selling products, or 
monitoring user behaviour. In such scenarios, companies are required to follow the data 
protection requirements of the country where the data subjects reside and to take necessary 
steps to ensure compliance. Yet without effective communication and coordination between 
regulators and the private sector – including foreign companies – additional compliance 
obligations stemming from extraterritorial application may undermine a country’s appeal as 
a business destination. 

As shown in Table 3.7, in cases of a data breach, all AMS mandate that data controllers6 
report the incidents to regulatory authorities and/or inform the individuals whose data has 
been compromised.7 However, the details of these obligations (e.g. the time frame for 
notification, designated authority, and required content of reports) differ across the ASEAN 
region. As a result, companies must carefully adhere to the specific legal requirements of 
each country in which they conduct business. 

 

Table 3.7. Mandatory Personal Data Breach Notification across ASEAN 

BRN = Brunei Darussalam, IDN = Indonesia, KHM = Cambodia, LAO = Lao People’s Democratic Republic, 
MMR = Myanmar, MYS = Malaysia, PHL = Philippines, SGP = Singapore, THA = Thailand, VNM = Viet Nam.  
Note: A black triangle indicates that the regulations in question apply only to sectors covered by the 
individual laws and regulations shown in Table 3.2. 
Source: Authors.  
 

Table 3.8 illustrates that certain AMS (i.e. Cambodia, Indonesia, and Malaysia) require 
businesses to register with regulatory authorities when processing personal data to ensure 
that such data are managed securely. In Cambodia and Indonesia, this registration 
requirement applies across all industries, whereas in Malaysia, it is confined to specific 
sectors as designated by ministerial directive. In contrast, Singapore’s regulatory body 
advises companies to carry out data protection impact assessments8 and to perform risk 

 
6 Entities that determine why data are needed, how the data will be used, and how long they will be kept 

and processed according to these purposes and means. Data controllers are responsible for and legally 
accountable for users’ data. 

7  In response to a major personal data breach in 2017, a July 2024 amendment to Malaysian law 
stipulates Malaysia's obligation to report data breaches to the PDP Department in the event of a data 
breach. 

8 A process designed to describe data-processing activities, assess their necessity and proportionality, 
and assist in managing risks regarding the rights and freedoms of natural persons. It involves risk 
assessment and identifying measures to mitigate the risks associated with the processing of personal 
data. 
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assessments9 to bolster data security. 

 

Table 3.8. Data Controller Obligations Associated with Data Security across ASEAN 

 
BRN = Brunei Darussalam, IDN = Indonesia, KHM = Cambodia, LAO = Lao People’s Democratic Republic, 
MMR = Myanmar, MYS = Malaysia, PHL = Philippines, SGP = Singapore, THA = Thailand, VNM = Viet Nam.  
Notes: 
1. A black triangle indicates that the regulations in question apply only to sectors covered by the 

individual laws and regulations shown in Table 3.2.  
2. *1 indicates that if an intermediary or an e-commerce service provider becomes aware that 

information in an e-record gives rise to civil or criminal liability, the intermediary or service provider 
must immediately take appropriate measures.  

3. *2 notes that Indonesia’s Personal Data Protection Law does not require organisations to register or 
to notify any governmental body regarding the processing of personal data. However, if an 
organisation (whether Indonesian or offshore) processes personal data through an electronic system 
(e.g. a website or app), it may be classified as an electronic system operator. Consequently, the 
organisation is required to obtain a registration certificate. The registration process is conducted 
through the Online Single Submission System, an integrated electronic platform for managing 
licensing in Indonesia.  

4. *3 notes that organisations must submit a cybersecurity report to the relevant ministries and 
organisations at least once per year.  

5. *4 indicates that conducting a data protection impact assessment is not mandatory, but organisations 
are advised to perform them as a best practice. 

Source: Authors.  
 

Regulatory frameworks prescribe both technical measures (e.g. access controls to 
information systems, safeguards against unauthorised access, and system monitoring) and 
organisational measures (e.g. the appointment of a data protection officer [DPO] to oversee 
internal compliance). While technical safeguards are widely mandated, organisational 
requirements differ amongst AMS. Some require companies to appoint a DPO, necessitating 
the establishment of formal data protection systems, while others do not impose such 
obligations. In jurisdictions where DPO appointments are not required, there is no assurance 
that a structured data protection framework will be implemented. As a result, companies 

 
9  These include evaluations of the content and purpose of the data processing, necessity of the 

processing, and risk to the data subject's rights and freedoms. 
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from countries where a DPO is mandated may view the transfer of personal data to 
jurisdictions without similar requirements as a potential data protection risk. AMS that do 
not explicitly require technical and organisational data protection measures may risk losing 
business opportunities for domestic firms, as foreign entities may consider transferring 
personal data to such jurisdictions a compliance liability.  

For ASEAN-based businesses seeking to expand beyond the region (e.g. an e-commerce 
provider targeting markets outside of ASEAN), it is essential to demonstrate adherence to 
rigorous data protection practices. Actions such as conducting data protection impact 
assessments and appointing a DPO can help build trust amongst foreign consumers and 
partners, showing that data transfer risks in ASEAN are well managed. Prioritising technical 
and organisational safeguards would raise the standard for data handling amongst ASEAN 
companies, encourage greater data flow within and beyond the region, and support the 
growth of the digital economy. 

However, mandatory registration of data-processing activities is often perceived as 
unnecessary and burdensome for businesses. While such registration may help authorities 
identify high-risk companies in advance, its effectiveness diminishes when applied 
uniformly across all sectors. Even in high-risk industries like ICT and finance, compulsory 
registration offers limited value.  
 

3.3.2. Cross-border Data Flow Regulations 

AMS have implemented cross-border personal data transfer regulations to safeguard 
domestic personal data in business contexts where data are transferred internationally. 
These regulations typically restrict the transfer of personal data from the origin country to 
other jurisdictions that have not been granted ‘adequacy status’ (i.e. where data protection 
frameworks are not deemed equivalent to those of the sending country). To facilitate 
transfers to countries lacking adequacy status, businesses must either adopt a certification 
scheme or utilise approved cross-border transfer mechanisms such as MCCs. The expenses 
associated with these requirements present a notable challenge for ASEAN in advancing its 
digital economy. 

In addition to personal data, some AMS have also introduced cross-border transfer 
restrictions and data localisation rules that affect the movement of non-personal data. For 
instance, Cambodia’s Prakas on Credit Reporting, issued in 2020, regulates the cross-border 
transfer of consumer credit and delinquency information. These measures aim to reduce 
the risk of data breaches, particularly when financial institutions engage in cross-border 
data transfers or share information with companies located in other countries. Similarly, the 
Lao PDR’s Law on Information and Communication Technology prohibits the cross-border 
transfer of non-personal data held by governmental agencies due to national security 
concerns, with no exceptions permitted. Brunei Darussalam, Malaysia, Myanmar, the 
Philippines, and Singapore have no such regulations in place. 

A growing number of countries are introducing data localisation requirements. As indicated 
in Table 3.9, four AMS have adopted some form of regulation mandating data localisation. 
These rules require that data – whether personal or non-personal – be processed or stored 
within the borders of the origin country. The main objectives of such requirements include 
safeguarding national security, supporting the development of domestic industries, and 
enhancing regulatory oversight. 
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Table 3.9. Data Localisation Requirements for Personal and Non-Personal Data across 
ASEAN 

BRN = Brunei Darussalam, CBPR = cross-border privacy rule, IDN = Indonesia, KHM = Cambodia, LAO = 
Lao People’s Democratic Republic, MCC = model contractual clause, MMR = Myanmar, MYS = Malaysia, 
PHL = Philippines, SCC = standard contractual clause, SGP = Singapore, THA = Thailand, VNM = Viet Nam.  
Source: Authors.  

 

Data localisation provisions typically prohibit companies from transferring personal data to 
another country even when adequate protective measures are in place. For non-personal 
data, certain legal frameworks require that data connected to national security in key 
sectors (e.g. finance, ICT, public administration, and defence) be stored domestically. For 
example, Viet Nam’s Decree No. 53/2022/ND-CP, which implements the Cybersecurity Law, 
stipulates that starting from October 2022, both local and foreign enterprises – including e-
commerce platforms – offering online services in Viet Nam must retain both personal and 
non-personal data within the country. This requirement covers data relating to user 
relationships as well as data generated by users. Similarly, the Lao PDR has enacted data 
localisation requirements applicable to both personal and non-personal data. 

Even when aiming to achieve the same policy goals, the approaches to regulating non-
personal data vary significantly amongst AMS. In the context of cybersecurity, some AMS 
view corporate self-regulation or the availability of civil remedies following incidents as 
sufficient to ensure compliance, whereas others opt for government-imposed data 
localisation rules to address these concerns. 

Table 3.10 demonstrates that all AMS have implemented regulations governing cross-
border personal data transfers to protect domestic personal data within a business 
environment characterised by international data flow. One method of promoting such 
interoperability is through the introduction of exceptions to the general prohibition on cross-
border transfers (e.g. granting adequacy status to foreign countries).  
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Table 3.10. Measures for Interoperability across Jurisdictions for Personal Data  
Cross-border Transfers amongst ASEAN Member States 

BCR = binding corporate rule, BRN = Brunei Darussalam, CBPR = cross-border privacy rule, IDN = 
Indonesia, KHM = Cambodia, LAO = Lao People’s Democratic Republic, MCC = model contractual clause, 
MMR = Myanmar, MYS = Malaysia, PHL = Philippines, SCC = standard contractual clause, SGP = Singapore, 
THA = Thailand, VNM = Viet Nam.  
Note: All requirements must be met for a company to qualify for exceptions to cross-border data transfer 
restrictions. 
Source: Authors. 

 

The absence of harmonised and detailed regulations on this topic has led individual 
countries to impose varied and fragmented additional requirements. For instance, in 
Malaysia, an adequacy determination by the PDP Committee must be supplemented by 
approval from the Malaysian Communications and Multimedia Commission. In Viet Nam, 
beyond adequacy recognition, three specific conditions must be satisfied to permit cross-
border personal data transfers: (i) obtaining consent from the data subject, (ii) retaining a 
copy of the original data within Viet Nam (i.e. data localisation), and (iii) securing written 
approval from the PDP Commission. Consequently, even companies operating in countries 
granted adequacy status may face substantial compliance costs when transferring personal 
data across borders. 

One strategy to enhance interoperability involves developing mechanisms in collaboration 
with the private sector. ASEAN has made strides in this area amongst AMS. In January 2021, 
it endorsed the ASEAN MCCs, which align with the ASEAN Framework on Personal Data 
Protection (ASEAN, 2016). In addition, Singapore, in partnership with ASEAN and the 
European Commission Directorate-General for Justice and Consumers, released a joint 
reference guide comparing the ASEAN MCCs (ASEAN, 2021) and the EU Standard 
Contractual Clauses (ASEAN and European Commission, 2023). While not all AMS participate 
in this initiative, both the Philippines and Singapore are members of the Asia-Pacific 
Economic Cooperation (APEC) Cross-Border Privacy Rules (CBPR) System, which enables 
certified companies to ensure that personal data are protected according to consistent 
privacy standards across participating economies (APEC, 2019). 

Despite these efforts, there remains a need to harmonise the detailed provisions of domestic 
data transfer regulations. This includes unifying definitions (e.g. ‘data subject’) and 
standardising breach notification requirements. It is also essential to provide clear 
operational guidelines that clarify how regulations between different countries interrelate. 
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In contrast, the cross-border transfer of non-personal data is generally not governed by 
prohibitions or conditional exceptions across AMS. Instead, such transfers are regulated 
only in specific contexts, such as for cybersecurity, regulatory enforcement (including 
access rights), and national security considerations. 
 

3.3.3. Governmental Access 

As reflected in Table 3.11, all AMS have enacted legal provisions that permit public 
authorities to access data held by companies under specific conditions. However, unlike the 
regulatory frameworks of the EU and the United States, AMS generally do not have explicit 
safeguards designed to protect data subjects' rights or to prevent the potential misuse of 
information (e.g. industrial espionage) in this regard. For instance, under the Regulation on 
Private Sector Electronic System Providers issued by Indonesia’s Minister of 
Communications and Information, regulatory authorities in Indonesia are permitted to 
request access to data from private electronic system operators (ESO),10 including foreign-
based ESO. The ministry is empowered to access electronic systems and data associated 
with Indonesian individuals and legal entities. This access encompasses both personal and 
non-personal data. 

 

Table 3.11. Governmental Access to Personal and Non-personal Data Held by Private 
Entities across ASEAN 

BRN = Brunei Darussalam, IDN = Indonesia, KHM = Cambodia, LAO = Lao People’s Democratic Republic, 
MMR = Myanmar, MYS = Malaysia, PHL = Philippines, SGP = Singapore, THA = Thailand, VNM = Viet Nam.  
Note: # applies to electric system operators. 
Source: Authors.  

 

Concerns have been raised that governmental access to sensitive business and technical 
information – particularly when unrelated to matters of national security – could be 
perceived as equivalent to industrial espionage. Such perceptions may discourage business 
activity and diminish the attractiveness and competitiveness of countries that lack clear 
limitations on governmental access. 

 

 
10 An ESO is a manager or technician who controls and operates electronic systems to ensure that they 

are operating properly. 
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3.4. ASEAN’s Data Governance Challenges and Directions to Overcome 

Based on the above analysis, current data-related regulations of AMS present three key 
challenges: (i) the cost of regulatory opacity in data protection, (ii) risks arising from the lack 
of standardised data protection measures, and (iii) compliance costs associated with 
unnecessary regulations and cross-border data transfer restrictions. Figure 3.1 illustrates 
the relationship between the discussion points on domestic and cross-border data 
protection regulations and the three challenges. 

 

Figure 3.1. Relationship between Domestic and Cross-border Data Protection 
Regulations and Challenges  

Source: Authors. 

 

Challenge 1: Cost of regulatory opacity in data protection. The absence of harmonisation 
in data protection regulations amongst AMS presents considerable challenges for 
businesses. Enterprises engaged in cross-border data transfers are required to ensure 
compliance with the legal frameworks of multiple countries. The lack of a centralised, 
comprehensive, and accessible resource detailing these regulatory variations leaves 
organisations without definitive guidance. From an operational standpoint, this opacity in 
AMS regulatory environments compels companies to either establish internal compliance 
infrastructure or to retain external consultancy services to monitor various ongoing legal 
developments. Such undertakings result in substantial operational and financial burdens. 

Challenge 2: Risks due to lack of a certain level of data protection standards. The 
establishment of clear and reasonable data protection standards – excluding those that are 
excessive or unjustified – facilitates the institutionalisation of sound data management 
practices and mitigates associated risks within a country. In contrast, the absence of such 
standards amplifies risks for businesses engaging in entrepreneurial activities. Transferring 
data to countries with inadequate protection measures significantly elevates the likelihood 
of data breaches or improper data handling, including threats to the privacy of customers’ 
personal information. Furthermore, companies may be reluctant to enter markets where 
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governments have unrestricted access to corporate data. These factors act as strong 
deterrents to market entry, discouraging investment in regions that, while potentially 
profitable, lack regulatory certainty, ultimately resulting in missed business opportunities. 

Challenge 3: Compliance costs of unnecessary regulations and cross-border data 
transfer regulations. Restrictions on cross-border transfers of personal data, along with 
data localisation requirements, significantly increase the costs associated with intra-
company data flow across national borders. Such measures present direct obstacles to the 
seamless global operations of multinational enterprises. While each country is maintaining 
regulatory sovereignty, some are implementing data localisation policies to address 
objectives such as cybersecurity or tax enforcement. However, these measures often 
impose disproportionate burdens on businesses, despite the availability of alternative 
regulatory mechanisms that achieve similar goals with less disruption to commercial 
activity. Even with the implementation of adequacy regimes intended to streamline cross-
border data transfers, substantial challenges remain. Some countries are imposing 
additional requirements beyond adequacy determinations, further complicating compliance 
efforts and inflating operational costs. These divergences in national data protection 
frameworks exacerbate the regulatory burdens faced by companies operating across 
multiple countries. 

The following three key directions can help address these challenges: 

Direction 1: Improve the transparency of national data regulations. At present, there is 
no systematic or centralised service that consolidates information on data protection 
regulations across the ASEAN region. Consequently, company representatives are required 
to independently navigate the websites of various governmental ministries and agencies, 
often encountering language barriers and inconsistencies in information accessibility. To 
address this challenge and to reduce the costs associated with tracking regulatory 
developments, the establishment of a centralised, publicly accessible repository of data 
protection regulations is essential. Such a repository would offer comprehensive, up-to-date 
information on the regulatory frameworks of each AMS, enabling users to make cross-
country comparisons and to identify key areas of concern. By streamlining access to 
regulatory information, this repository would reduce the administrative and compliance 
burdens faced by businesses, thereby facilitating more efficient operations throughout the 
ASEAN region and contributing to the growth of the ASEAN digital economy. Moreover, given 
the rapid pace of innovation in data-related technologies, regulatory frameworks are subject 
to frequent change. A dynamic and well-maintained regulatory repository would be 
indispensable in helping companies remain informed and agile in the face of evolving legal 
requirements. 

Direction 2: Establish minimum standards for data protection regulations. Minimum 
standards refer to a set of foundational requirements that must be observed when 
formulating data protection regulations within each AMS. Rather than relying solely on 
comparisons of existing national frameworks, it is recommended that these standards be 
informed by internationally recognised privacy guidelines (e.g. those developed by OECD). 
This approach ensures that no country’s data protection regime falls significantly below the 
regional norm, thereby promoting consistency and interoperability across the region. These 
minimum standards should be realised through a combination of comprehensive, cross-
sectoral regulations and adaptable, sector-specific rules that align with national priorities 
and accommodate technological innovation. Critical sectors such as finance, 
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telecommunications, and healthcare – particularly where national security is implicated – 
require tailored regulatory approaches. Establishing such standards will support the 
development of ASEAN’s digital economy and facilitate DFFT across borders. Furthermore, 
to address concerns surrounding governmental access to data, regulatory frameworks 
should incorporate robust safeguards that limit disclosure to necessary circumstances (e.g. 
compliance with judicial warrants or the fulfillment of legitimate public interests). Even in 
the context of data localisation policies, maintaining high standards of data protection is 
essential to avoiding disproportionate restrictions while preserving public trust and 
business confidence. 

Direction 3: Reduce unnecessary regulations and ensure regulatory interoperability for 
cross-border data flow. To mitigate the compliance costs associated with cross-border 
data transfer regulations, two complementary strategies may be pursued: (i) eliminating 
unnecessary regulatory requirements and (ii) enhancing the interoperability of legitimate 
regulations. First, improving transparency plays a critical role in identifying and removing 
redundant or overly burdensome regulations. Greater transparency would clarify the 
current landscape of cross-border data transfer restrictions and data localisation 
requirements across AMS. This visibility would expose regulatory inconsistencies (e.g. 
instances where one country mandates data localisation for a specific purpose, while 
another achieves similar policy objectives through less intrusive measures). For example, a 
country may require that financial data be stored domestically to ensure cybersecurity or 
that tax-related data remain onshore for effective tax enforcement. In contrast, others may 
adopt more business-friendly alternatives, such as requiring international cybersecurity 
certifications (e.g. ISMS) or enabling prompt access to overseas-stored data through local 
office permissions.  

It is also recommended that AMS engage in structured dialogue to assess whether such 
cross-border data transfer restrictions and localisation measures are truly necessary for 
achieving their intended objectives. These discussions should aim to distinguish essential 
regulatory requirements from those that are excessive, thereby fostering collaborative 
efforts to streamline the regional regulatory environment. Second, to improve 
interoperability, national data protection laws and regulations must be aligned to ensure 
mutual compatibility. This can be achieved by harmonising key legal elements, such as 
definitions of core terms and the rights granted to data subjects. Simultaneously, the 
implementation of interoperability mechanisms – including MCCs, CBPR, and adequacy 
certifications – should be actively promoted. Notably, ASEAN’s adoption of MCCs in 2021 
represents a significant step toward reducing the contractual and administrative burdens 
associated with cross-border data transfers. To enhance the practical impact of such 
mechanisms, further implementation strategies should be considered. These include 
incorporating recognised data transfer tools into national legislation or mandating their use 
through international trade agreements. Such efforts will contribute to greater legal 
certainty and facilitate a seamless digital ecosystem across the ASEAN region. 
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Chapter 4 

Recommendations for Realising the Digital Economic Framework 
Agreement 

 

 

4.1. Overview and Potential Obstacles to Its Realisation 

Negotiations for the DEFA were officially launched at the ASEAN Summit in Indonesia in 
September 2023 (ASEAN, 2023b). The DEFA aims to harmonise rules and regulations for 
digital trade within the ASEAN region and to expand the region's e-commerce market. 
According to preliminary studies, ASEAN's digital economy is projected to grow from about 
USD300 billion to USD1 trillion by 2030 through the active adoption of digital technologies 
(Boston Consulting Group, 2023). According to the Framework for Negotiating ASEAN Digital 
Economy Framework Agreement, negotiations are to be concluded by the end of 2025 (ASEAN, 
2023a). 

A preliminary study identified nine core elements that should be agreed upon within the 
DEFA to create an open and interconnected digital economy in the ASEAN region (Boston 
Consulting Group, 2023). These elements focus on regional cooperation and aim to address 
cross-border and cross-industry challenges. The nine core elements are: 

(i) Digital trade aims to facilitate cross-border trade by creating a seamless trade 
experience with e-documents and interoperable processes. 

(ii) Cross-border e-commerce aims to create a more efficient and fairer environment for 
cross-border e-commerce, including digital goods and services. 

(iii) Payments and e-invoicing aim to promote digital payments and electronic invoicing by 
fostering technical interoperability, encouraging innovation and competition, and 
developing relevant regulation. 

(iv) Digital identification and authentication aims to develop a mutual recognisable and 
interoperable digital identity and e-authentication framework within the region. 

(v) Online safety and cybersecurity aim to improve cooperation in cybersecurity and to 
create an open and secure online environment, with comprehensive protection to 
parties in a digital transaction. 

(vi) Cross-border data flow and data protection aim to facilitate cross-border data flow and 
to establish frameworks to protect data privacy. 

(vii) Competition policy aims to create a fair, non-discriminatory, transparent, competitive 
environment with consistent guidelines on enforcement and better choices for 
consumers. 

(viii) Cooperation on emerging topics aims to establish mechanisms for regulatory 
cooperation for relevant standards and regulations to keep up with technological 
innovations in emerging topics such as AI. 

(ix) Talent mobility and cooperation aim to facilitate digital talent mobility between 
countries and close collaboration on talent building. 



 41 

4.2. Recommendations for Implementing the DEFA 

This section examines necessary elements that the DEFA should stipulate to address 
current data regulatory issues in AMS in line with the three directions identified in Section 3 
for solving key challenges: (i) improve the transparency of national data regulations, (ii) 
establish a minimum standards for data protection regulations, and (iii) reduce unnecessary 
regulations and ensure regulatory interoperability in cross-border data flow.  
 

4.2.1. Recommendation 1: Establish and Maintain a Comprehensive Data Regulation 
Repository for ASEAN with Continuous Updates 

Currently, there is no service that organises data protection regulations amongst AMS. This 
lack of a repository increases costs for businesses to understand the data regulations of 
each AMS. A comprehensive data regulation repository should be created; in addition, an 
obligation should be incorporated into the DEFA to ensure that this repository is regularly 
updated. Given the rapid evolution of technology, society, and business, information on data 
regulations must be updated continuously even after the DEFA is concluded.  

Furthermore, international agreements are not meaningful merely by being concluded; 
ensuring their actual implementation is also crucial. The DEFA is no exception, and a key 
challenge will be how to link the provisions of the DEFA to institutional reform in each 
country. Thus, the repository can be a tool for tracking progress towards the realisation of 
the DEFA and, once established, for managing its implementation. AMS will have a shared 
dashboard for progress monitoring, enabling them to share their national updates and a 
market view of exceptions such as legitimate public purpose objectives. 

The repository could also help identify capacity-building needs for AMS that are having 
difficulty in fulfilling their regulatory commitments. For example, if a country is lagging 
behind in its progress towards establishing and/or standardising various data protection 
regulations, the repository can help identify gaps and encourage institutional developments 
alongside capacity-building efforts. This will promote regulatory reform, facilitate the 
formation of the ASEAN Single Market, and ultimately benefit ASEAN as a whole. 
 

4.2.2. Recommendation 2: Specify Minimum Standards for PDP in the DEFA 

The DEFA should contain specific rules on minimum standards for PDP. The Comprehensive 
and Progressive Agreement for Trans-Pacific Partnership (CPTPP), which includes 11 
countries as signatories including Brunei Darussalam, Malaysia, Singapore, and Viet Nam, 
mandates that national laws comply with the OECD Privacy Guidelines 11  for PDP 
(Government of Australia et al., 2018). Similarly, the Digital Economic Partnership Agreement 
(DEPA), which includes Singapore as a party, stipulates elements of minimum privacy 
protection standards, which are largely aligned with the OECD Privacy Guidelines 
(Government of Chile et al., 2020).  

ASEAN has already adopted the ASEAN Framework on Personal Data Protection, which also 
adheres to the OECD Privacy Guidelines (ASEAN, 2016). Provisions of this framework could 
be incorporated into the national laws of AMS. Moreover, the DEFA could build on DEPA 
provisions by listing key elements for minimum standards for PDP in all AMS. 

 
11 OECD, Privacy and Data Protection, https://www.oecd.org/en/topics/policy-issues/privacy-and-data-

protection.html  

https://www.oecd.org/en/topics/policy-issues/privacy-and-data-protection.html
https://www.oecd.org/en/topics/policy-issues/privacy-and-data-protection.html
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Regarding issues beyond PDP, such as the obligation to appoint a DPO or the right to data 
portability for data subjects, there is no consensus amongst AMS. While these topics could 
be included in future discussions, reaching agreement on them at this stage would be 
challenging. Although such elements are part of the GDPR and similar legislation, they do 
lack global consensus.  

The DEFA should, however, address the issue of governmental access to personal data. The 
risk of unlimited governmental access in a foreign country (e.g. a requirement to disclose 
source code in a foreign country) may force companies to restrict data transfers to the 
country concerned, thereby inhibiting cross-border data flow. International rules are 
currently being formed, particularly for personal data. The OECD Declaration on Government 
Access to Personal Data Held by Private Sector Entities highlights the importance of adhering 
to higher-order principles to ensure a minimum level of PDP (OECD, 2022). Indeed, the EU-
Japan Economic Partnership Agreement's e-commerce chapter, amended in 2023, 
acknowledges the role of these principles in fostering trust in the digital economy (EC and 
Government of Japan, 2019: Article 8.82). Incorporating similar provisions into the DEFA 
could promote disciplined practices for governmental access.  

The OECD Declaration on Government Access to Personal Data Held by Private Sector Entities 
(OECD, 2022) stipulates following principles: 

(i) Legal basis. Governmental access to personal data held by private sector entities is 
provided for and regulated by the country’s legal framework, which is binding on 
governmental authorities and is adopted and implemented by democratically 
established institutions operating under the rule of law.  

(ii) Legitimate aims. Governmental access must support the pursuit of specified and 
legitimate aims in conformity with the rule of law. Governments cannot seek access 
to personal data for the purpose of suppressing or burdening criticism or dissent; or 
disadvantaging persons or groups solely on the basis of various characteristics. 

(iii) Approvals. Prior approval requirements for governmental access must be established 
in the legal framework to ensure that access is conducted in accordance with 
applicable standards, rules, and processes. Such requirements specify the criteria for 
seeking and granting approval, the procedures to be followed, and the entity providing 
the approval. Stricter approval requirements must be in place for cases of more 
serious interference and may include seeking approval from judicial or impartial non-
judicial authorities. Emergency exceptions to approval requirements must be provided 
for in the legal framework and be clearly defined, including justifications, conditions, 
and duration. Decisions on approvals must be appropriately documented. In situations 
where approval is not required, other safeguards established in the legal framework 
protect against misuse and abuse, including clear rules that impose conditions or 
limitations on the access, as well as effective oversight. 

(iv) Data handling. Personal data acquired through governmental access can be 
processed and handled only by authorised personnel. This also includes mechanisms 
to ensure that personal data are processed lawfully, are retained only for as long as 
authorised in the legal framework in view of the purpose and taking into account the 
sensitivity of the data, and are kept accurate and up-to-date to the extent appropriate. 
Internal controls must be put into place to detect, prevent, and remedy data loss or 
unauthorised or accidental data access, destruction, use, modification, or disclosure 
and to report such instances to oversight bodies. 

(v) Transparency. The general legal framework for governmental access must be clear 
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and easily accessible to the public so that individuals can consider the potential impact 
of governmental access on their privacy and other human rights and freedoms. 
Mechanisms must exist for providing transparency about governmental access to 
personal data that balance the interest of individuals and the public to be informed 
with the need to prevent the disclosure of information that would harm national 
security or law enforcement activities. Private sector entities must be allowed to issue 
aggregate statistical reports regarding governmental access requests in conformity 
with the legal framework. 

(vi) Oversight. Mechanisms must exist for effective and impartial oversight to ensure that 
governmental access complies with the legal framework. Oversight is provided 
through bodies including internal compliance offices, courts, parliamentary or 
legislative committees, and independent administrative authorities. They can obtain 
and review relevant information, conduct investigations or inquiries, execute audits, 
engage with governmental entities on compliance and mitigation, and address non-
compliance. In addition, such bodies receive and respond to reports of non-
compliance to ensure that governmental entities are accountable and may also 
exercise redress functions in response to individuals’ complaints. In the exercise of 
their functions, oversight bodies must be protected from interference and have the 
financial, human, and technical resources to effectively carry out their mandate. They 
must document their findings, produce reports, and make recommendations, which 
must be made publicly available to the greatest extent possible. 

(vii) Redress. The legal framework must provide individuals with effective judicial and 
non-judicial redress to identify and to remedy violations of the national legal 
framework. Available remedies include terminating access, deleting improperly 
accessed or retained data, restoring the integrity of data, and the cessation of unlawful 
processing.  

The declaration is aimed at OECD member countries, but can be extended to  
non-member countries, which is also helpful for ASEAN.  

Moreover, the Digital Trade Principles articulated in the EU–Singapore Digital Partnership 
confirms that: 

the promotion of common principles for trusted government access to personal data 
held by the private sector helps to provide transparency and legal certainty and 
supports the transfer of data between jurisdictions by commercial entities, resulting 
in positive economic and social impacts (Government of Singapore and EU, 2023). 

Governmental access to non-personal data is governed in part by the prohibition of source 
code and algorithm disclosure requests; it is also limited regarding, for instance, test driving 
data for self-driving cars or pharmaceutical test data. The G7 Trade Ministers' Declaration 
states that ‘unjustified government access to non-personal data, including confidential 
information, undermines the credibility of, and presents substantial obstacles to, cross-
border data flows’ (G7, 2023).  

Given the current situation of widespread governmental access to non-personal data, a 
guidelines regarding governmental access to non-personal data should also be considered 
in the DEFA. 
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4.2.3. Recommendation 3: Pursue Digital Economy Rules and Ensure Substantive 
Interoperability amongst National Systems 

The DEFA should further focus on (i) ensuring interoperability amongst national regulatory 
systems, and (ii) revising measures that are overly restrictive to ensure alignment with 
reasonable objectives. 

To ensure interoperability, the initial step must be to identify common denominators across 
AMS, with the aim of unifying the definition of terms, rights of data subjects, and similar 
foundational elements. Subsequently, the DEFA should work towards recognising and 
establishing specific tools that facilitate cross-border data transfer within each country's 
regulatory framework. One such tool is the ASEAN MCCs, which have been introduced in 
Singapore and Thailand.  

Harmonising the content of MCCs across AMS is desirable. Where differences exist, they 
should be clearly documented and made accessible. This approach would enable companies 
to compare the MCCs of countries where they already comply with those of new markets 
that they wish to enter. This clarity would allow businesses to understand any additional 
measures required, thereby reducing regulatory complexity and facilitating smoother cross-
border operations. 

DEFA negotiations should also aim to achieve standards comparable to those of the CPTPP, 
particularly concerning data localisation and restrictions on cross-border data transfer. 
Rules on digital trade already exist in the CPTPP, which includes 4 AMS, and in the Regional 
Comprehensive Economic Partnership (RCEP) agreement, which includes 10 AMS.  

The CPTPP and RCEP have differing levels of regulatory ambition. While the RCEP adopts a 
more flexible approach due to self-judging exception clauses,12 the CPTPP provides more 
objective descriptions in its exceptions.13 The RCEP-type clauses grant AMS significant 

 
12 Article 12.14: Location of Computing Facilities (emphasis added) 

1. The Parties recognise that each Party may have its own measures regarding the use or location of 
computing facilities, including requirements that seek to ensure the security and confidentiality of 
communications. 

2. No Party shall require a covered person to use or locate computing facilities in that Party’s territory 
as a condition for conducting business in that Party’s territory. 

3. Nothing in this Article shall prevent a Party from adopting or maintaining  
(a) any measure inconsistent with paragraph 2 that it considers necessary to achieve a legitimate 

public policy objective, provided that the measure is not applied in a manner which would 
constitute a means of arbitrary or unjustifiable discrimination or a disguised restriction on trade; 
or 

(b) any measure that it considers necessary for the protection of its essential security interests. Such 
measures shall not be disputed by other Parties (Government of Australia et al., 2022). 

13 Article 14.13: Location of Computing Facilities 
1. The Parties recognise that each Party may have its own regulatory requirements regarding the use 

of computing facilities, including requirements that seek to ensure the security and confidentiality of 
communications. 

2. No Party shall require a covered person to use or locate computing facilities in that Party’s territory 
as a condition for conducting business in that territory. 

3. Nothing in this Article shall prevent a Party from adopting or maintaining measures inconsistent 
with paragraph 2 to achieve a legitimate public policy objective, provided that the measure: 
(a) is not applied in a manner which would constitute a means of arbitrary or unjustifiable 

discrimination or a disguised restriction on trade; and 
(b) does not impose restrictions on the use or location of computing facilities greater than are 
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discretion, potentially undermining the enforcement of minimum protections, such as those 
related to data localisation and other disciplines. To create a single digital market in ASEAN, 
the DEFA should thus aim for higher-level rules such as CPTPP standards.14 

The CPTPP rules on digital trade include exceptions that permit measures necessary for 
legitimate public purpose objectives. While these exceptions provide AMS with regulatory 
discretion, this discretion is bounded (i.e. measures cannot result in arbitrary or unjustifiable 
discrimination or impose restrictions that are more burdensome than necessary to achieve 
legitimate public purpose objectives). 15  These conditions make the CPTPP an effective 
foundation for future discussions amongst AMS and can help clarify legitimate policy 
objectives and identify acceptable measures to achieve them.  

Some AMS have introduced data localisation measures as a means of enhancing 
cybersecurity, but it is necessary to assess whether such measures effectively contribute to 
cybersecurity. Many companies rely on cloud services – particularly large cloud service 
providers – which offer higher levels of security. The requirement for data localisation is 
thus made both costly and inefficient, ultimately leading to higher cloud service prices. A 
more balanced approach may be to foster digital enterprises with fewer localisation 
constraints, creating a more attractive market for cloud service providers. Amazon Web 
Services’ recently expanded data centres in Manila and other locations in 2023 16 
responding to growing local demand, particularly for low-latency services. By fostering 
enterprises with fewer localisation requirements, the digital economy can be expanded in 
the short term and avoid major problems related to localisation measures. ASEAN can 
accelerate digital economic growth while maintaining strong cybersecurity protection and 
other public objectives. 

To advance these discussions, it would be effective to visualise the measures that each AMS 
has introduced for similar policy objectives using the repository proposed in 
Recommendation 1. This would allow for the identification of commonalities and facilitate 
dialogue on aligning regulatory approaches. Differences may indicate divergent views that 
must be reconciled to support the formation of a digital single market in ASEAN. Discussions 
should assess whether these measures are necessary and appropriate for achieving 
regional integration. 

 

 

 

 

 

 

 
required to achieve the objective (Government of Australia et al., 2018). 

14 Note that all original DEPA members are CPTPP members, and the DEPA's obligations related to cross-
border flow confirm those of the CPTPP. 

15 For example, refer to CPTPP Article 14.13, Section 3. 
16 AWS, About AWS, https://aws.amazon.com/about-aws/whats-new/2023/06/general-availability-aws-

local-zones-manila/?nc1=h_ls 
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Chapter 5 

ASEAN Data Governance Hub 
 

 

The final chapter introduces the ASEAN Data Governance Hub, a repository of data-related 
regulations in ASEAN, which is being developed by the Economic Research Institute for 
ASEAN and East Asia (ERIA). One of the initial projects under the IAP launched by OECD in 
2023, it focusses on the goal of enhancing regulatory transparency. In this context, ERIA’s 
project can be considered a regional pilot study contributing to the IAP’s transparency 
objectives. 
 

5.1. Developing a Data-related Regulation Repository for Enhancing Transparency 

Ensuring that the collected data reflects the most current regulations is critical. Regulations 
may be amended frequently, and governmental websites, especially their English versions, 
are not always updated in real time. In Section 2, the importance of up-to-date data was 
confirmed. Accuracy is equally important, as it ensures that the analysis correctly reflects 
the content of the regulations obtained. To enhance accuracy, the necessity of internal 
double checks was confirmed as was secondary information for validation. The 
comprehensiveness of the data – whether all relevant regulations have been captured – is 
another key consideration. Negative checks based on secondary sources are required to 
verify the inclusion of all relevant legal frameworks. 

 

Table 5.1. Key Considerations for Data Regulation Repository Development 

Subject Description Key Considerations 

Up-to-date Is the information collected up-to-
date? Have any amendments been 
made? 

Reliance on official source 

Internal doublecheck 

Double check with secondary 
sources 

Accurate Is the collected information correct? Internal double checks and 
validation through secondary 
sources 

Comprehensive Does the data cover all relevant 
regulations? Are detailed 
regulations included? 

Validation through negative 
checks. 

Source: Authors. 

 

Despite these efforts, secondary information remains an imperfect safeguard. A more 
robust approach would combine multiple sources while acknowledging the limitations 
inherent in using secondary data. In addition to using secondary sources for negative checks, 
regular reviews by national governments could enhance the accuracy of information. For 
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instance, the OECD’s Services Trade Restrictiveness Index, which includes measures related 
to digital trade, updates, verifies, and peer-reviews laws and regulations annually with the 
assistance of national regulators and trade officials. 

Technological innovations should also be explored. For example, DPA uses web crawling to 
automatically detect and to notify users of regulatory changes, contributing to better up-to-
date data. 

Moreover, in creating a data regulatory repository, it is essential to design a user-friendly 
interface and user experience. The target users are likely to be businesses, especially micro 
and SMEs and policymakers in AMS who may not be familiar with complex regulatory 
repositories. Therefore, the database should feature functionalities like side-by-side 
comparisons of regulations across multiple countries and historical views of regulatory 
changes over a specified period (e.g. the last year). 

 

4.3. Options for Repository Construction 

The analysis of potential operational models for constructing and maintaining the repository 
identified three distinct approaches, each with its own advantages and challenges. 

Operator-driven research. Here, the repository operator conducts all necessary research 
independently. This model ensures that research is conducted concurrently and efficiently, 
enabling quick updates and uniform quality control. However, this approach requires 
significant human resources with expertise in data-related regulations, which may be 
difficult to sustain over the long term. Without sufficient capacity and expertise, maintaining 
accuracy and comprehensiveness can be challenging. 

AMS contribution. Each AMS would provide the relevant information, and the repository 
operator would aggregate and consolidate the data. This approach has the advantage of 
leveraging the official views of each AMS, which ensures that the repository reflects the 
most authoritative and up-to-date information from national regulatory bodies. Additionally, 
this model minimises the costs associated with data collection and verification. However, 
success depends on the voluntary cooperation of each AMS, leading to potential 
inconsistencies in the quality and frequency of updates. Differences in capacity and 
willingness amongst AMS may result in information gaps or delays, posing a risk to the 
repository’s reliability. 

External third-party research. Independent entities, such as law firms within each AMS, 
would conduct the research and provide the data to the repository. This model can ensure a 
minimum level of quality by outsourcing research to experts familiar with local regulations. 
However, engaging third-party researchers is often time-consuming and requires detailed 
explanations to ensure that the surveys meet the desired standards. Moreover, this 
approach may be limited to routine content and may not capture nuanced regulatory 
changes in a timely manner. 
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Table 5.2. Comparison of Survey Methodologies 

# Pattern Overview Advantages Challenges 

1 Operator-
driven 
research 

Repository operator 
conducts research. 

Fast and efficient; 
concurrent surveys 

Requires specialised 
human resources 

2 AMS 
contribution 

Each AMS 
contributes 
information, 
aggregated by the 
operator 

Low cost; based on 
official national 
perspectives 

Relies on voluntary 
cooperation, risking 
inconsistencies 

3 External third-
party research 

Independent entities 
(e.g. law firms) 
conduct research 

A certain level of 
quality outcomes via 
expert third parties 

Time-consuming; 
requires detailed 
instructions 

AMS = ASEAN Member State. 
Source: Authors. 

 

As each of these models presents distinct advantages and challenges, a combined approach 
may offer the most effective solution. For instance, during the initial phase, research could 
be conducted through operator-driven or third-party research models to establish the 
repository. Subsequently, AMS could be involved in verifying and updating the information 
to maintain its accuracy and relevance over time. This hybrid model would balance the need 
for initial rigor and comprehensive coverage with the ongoing input of authoritative national 
sources, reducing the burden on AMS while ensuring that the repository remains reliable 
and up-to-date. 

 

4.4. Mock-ups of ASEAN Data Governance Hub 

ERIA collaborated with the St. Gallen Endowment, which operates DPA, to develop a mock-
up platform. This platform is envisioned as the foundation for a comprehensive repository 
of data-related regulations across ASEAN. 

Landing page. The landing page serves as the initial interface that welcomes users (Figure 
5.1). It is designed to include (i) name of the website, tentatively titled ‘ASEAN Data 
Governance Hub’; (ii) ERIA logo, prominently displayed at the top of the page; (iii) a clear 
overview of the three tools available on the platform; and (iv) a section for brief introductory 
text and an accompanying video. 
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Figure 5.1. Landing Page Mock-up 

Sources: ERIA and St. Gallen Endowment. 

 

Tool 1: Data protection updates. The first tool provides users with up-to-date information 
and possible changes related to data protection regulations in a selected AMS (Figure 5.2). 
This feature is designed to ensure that businesses and policymakers remain informed about 
regulatory developments affecting data governance.   
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Figure 5.2. Data Protection Updates – First Tool 

Sources: ERIA and St. Gallen Endowment. 

 

Tool 2: Regional comparison. The second tool enables users to compare data localisation 
requirements and definitions of data across AMS (Figure 5.3). By offering a comparative 
analysis of regional regulations, this tool supports businesses in assessing compliance 
requirements when expanding operations to other AMS. 
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Figure 5.3. Regional Comparison – Second Tool 

                 Sources: ERIA and St. Gallen Endowment. 

 

(1) Tool 3: Bilateral rule comparison. The third tool facilitates a side-by-side comparison 
of data protection rules between the user's home country and a target market (Figure 
5.4). This feature allows users to examine regulatory differences and similarities 
through a structured process:  

(i) Users can navigate through a series of high-level questions (e.g. When may I 
process personal information?) relevant to data protection and localisation. 

(ii) For each question, users can view the applicable legal options in both the origin and 
destination countries.  

(iii) Clicking on any option reveals the official legal text relevant to the question, 
ensuring accuracy and transparency.  

(iv) Separate versions of the application are available for personal data and non-
personal data, allowing for tailored comparisons. 
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Figure 5.4. Bilateral Rule Comparison – Third Tool 

Sources: ERIA and St. Gallen Endowment. 

 

4.5. Conclusion 

The development of the ASEAN Data Governance Hub holds significant potential to enhance 
regulatory transparency and to facilitate data-related compliance across AMS. Through this 
project, ERIA has established a solid foundation for creating a comprehensive, up-to-date, 
and accurate repository of data-related regulations through rigorous internal checks and 
leveraging secondary sources. Technological innovations such as web crawling and regular 
government reviews can further enhance the reliability of the data. 

The analysis of operational models suggests that while each approach – operator-driven 
research, AMS contribution, and external third-party research – presents distinct 
advantages and challenges, a hybrid approach may provide the most effective solution. By 
combining the rigor of initial research conducted by operators or third parties with ongoing 
updates verified by AMS, the repository can ensure long-term reliability and accuracy. 

The mock-up of the ASEAN Data Governance Hub offers a tangible representation of how 
this platform can function. Its user-friendly design, featuring tools for data protection 
updates, regional comparisons, and bilateral rule comparisons, ensures that businesses – 
particularly micro and SMEs – as well as policymakers can easily access and navigate the 
regulatory information they need. 
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The ASEAN Data Governance Hub has the potential to serve as a model for other regional 
initiatives seeking to improve data regulatory transparency. As AMS continue to enhance 
their digital economies, maintaining a robust, user-friendly, and regularly updated 
repository will be critical in supporting compliance efforts, fostering trust in cross-border 
data flow, and promoting the principles of DFFT across the region. 
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